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Abstract—This paper investigates the effects of either an edge
or a node disconnection on a multi-agent consensus network,
consisting of N agents that are modeled as simple scalar and
discrete-time integrators. The communication among the agents
is described by a weighted undirected graph. The first part
of the paper addresses the case of an edge disconnection and
summarizes the main results obtained in [29]. In particular,
we show that if an edge disconnection does not affect the
connectedness of the whole network, it does not even affect the
final consensus value. Discernibility of the faulty network from
the original one is investigated both in case the states of all the
agents are available and in case only the states of a subset of the
agents are available. Several equivalent conditions are derived
and it is proved that the necessary and sufficient conditions for
discernibility and for discernibility from the observation of a
subset of agents are exactly the same and can be checked on the
original state matrix and on its eigenvectors. The second part
of the paper provides some original results about the effects of
a node disconnection. In general, even when the connectedness
of the remaining communication graph (mamely the graph
describing the interactions of the remaining N — 1 agents) is
preserved, the network converges to a different consensus value.
Also in this case, discernibility of the faulty network from the
original one is investigated both in case the states of all the
agents are available and in case only the states of a subset of the
agents are available. Several equivalent conditions are provided
to characterize both properties. Finally, a procedure to restore the
original consensus value, after a node disconnection, is provided.

Index Terms—Multi-agent system, consensus network, Lapla-
cian matrix, edge disconnection, node disconnection.

I. INTRODUCTION

During the last 10-15 years the interest in distributed control
and coordination of networks of agents has increasingly grown
[4], [5], [15], [24], [25]. Emerging networking applications
that allow peer to peer communication, such as ad hoc wire-
less communication networks and sensor networks, stimulated
research on multi-agent systems design with decentralized
architectures [1].

One remarkable result of the recent developments on multi-
agent systems is that it is often possible to achieve the same
performance as a single, complex and expensive system by
suitably designing a network of much cheaper and simpler
devices [28]. One side effect of this alternative set-up is
that each single node of the network may easily undergo a
breakdown for various reasons, such as low power, a damage,
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an internal failure, and this phenomenon may alter or even
disrupt the mission success.

On the other hand, it is also clear that the effectiveness and
performance of distributed algorithms are intrinsically related
to the communication graph structure, and a temporary or
permanent interruption in the communication between two (or
more) agents may seriously affect or even compromise the
outcome of an algorithm.

A key tool for the design of distributed cooperation between
agents is consensus on a shared variable, which is updated by
performing an elaboration of local information. Consensus-
based applications range in a wide number of technological
fields, such as electrical power grids [27] and transportation
networks [26], cooperative robotics, surveillance, and environ-
mental monitoring [4], and, generally speaking, every time
decentralized communication architectures are sought. In this
context, an edge disconnection can be compensated through
the remaining communication paths, provided that the com-
munication graph after the disconnection remains connected.
Similarly, a node disconnection can be comfortably managed
by the network through the activity of the remaining nodes,
even if this typically leads to converge to a final decision that
is different from the one the system would have converged
to, had the failure not occurred. Nonetheless it is important to
detect such phenomena to prevent an incorrect computation or
improper evolution of the network (see e.g. [18] Section II-
B and references therein). Variations of the network topology
can have a major impact on stability and/or performance, but
most of all they can affect the network secure and reliable
operation [2].

The effects of a topological variation in a network of linear
systems, and in particular, the problem of detecting when a
topological variation has occurred, have been the subject of
some recent publications. In detail, in [19] some preliminary
results about the detectability of a link failure in multi-
agent systems described by simple continuous-time integrators
and assuming directed and unweighted communication graphs
have been provided. In [20] the previous results have been
extended to the case of of multiple link failures, by assuming
again that the agents are described by scalar integrators and the
communication graph is directed and unweighted. Specifically,
sufficient graphical conditions for the detectability of a group



of edges in the network information flow digraph have been
proposed. In [23], the same authors extend the FDI algorithms
for efficient sensor location in a (directed or undirected) inte-
grator network where link failures can be either unidirectional
or bidirectional. Note that all the proposed results are based
on sufficient conditions for detectability and identification. In
[7] link failure detection is investigated using probabilistic
inference. In [6] the problem of detecting and localizing
changes in the dynamics of links in networks of LTI systems is
studied without the knowledge of the dynamics of the network.
Node disconnection and edge failure have been investigated
in [2], where the detection problem has been characterized by
means of algebraic conditions on the eigenspace components
related to the nominal network topology. Specifically, the
authors investigated discernibility of two distinct networks by
making use either of the full state information or of the same
linear output function. The results are first obtained for generic
state space models and subsequently specialized for the case
of multi-agent networks adopting a DeGroot’s type consensus
algorithm. In [21], the possibility of distinguishing digraphs
from the output response of some observed agents in a multi-
agent network under the agreement protocol is studied.

An experimental study on the effect of a node removal
from a consensus-based WSN is reported in [13]. A survey
on fault diagnosis approaches for WSN and a list of open
research challenges are given in [30]. Detection algorithms in
the framework of multi-agent systems, distributed computing
and wireless sensor networks are typically useful to rearrange
the mission of the team among the remaining nodes and
to correct the network evolution according to the detected
working condition ( [18] Section II-B).

Another framework where topology variations detection
algorithms can be effectively applied, to increase reliability,
is the emerging field of cyber-physical systems. Indeed, these
systems are often characterized by large dimensionality and
geographical sparsity, so that a further threat for the network
is the tampering by an intruder [17].

Finally, other interesting papers on the failure detection
problem for a network of dynamical systems are [20], [22].

For a more complete overview of the problem of detecting
topological variations in a network, the interested reader is
referred to [2] and references therein.

The paper is organized as follows. In section II the original
discrete-time consensus network is introduced. First, the main
results obtained in [29] for edge disconnection are presented.
Specifically, Section III formalizes the effects of an edge
disconnection and shows that if the edge disconnection does
not affect the connectedness of the whole network it does
not even affect the final consensus value. Discernibility of the
faulty network from the original one is investigated in Section
IV, both in case the states of all the agents are available and
in case only the states of a subset of the agents are available.
Several equivalent conditions are derived and it is proved that
the necessary and sufficient conditions for discernibility and
for discernibility from the observation of a subset of agents

are exactly the same and can be checked on the original
state matrix and on its eigenvectors. The second part of the
paper provides some original results about the effects of a
node disconnection. Section V shows that even when the
connectedness of the communication graph describing the
interactions of the remaining N — 1 agents is preserved, the
network converges to a drifted value of consensus. Discerni-
bility of the faulty network from the original one, after a node
failure, is investigated in Section VI, both in case the states
of all the agents are available and in case only the states
of a subset of the agents are available. Several equivalent
conditions are provided to characterize both properties. Finally,
a procedure to restore the original consensus value, after a
node disconnection, is provided in Section VIIL

Despite the good number of necessary and sufficient condi-
tions provided in the paper for the discernibility of the faulty
network from the original one, both in case of edge discon-
nection and in case of node disconnection, both assuming that
all state variables are measurable/accessible and assuming that
only a subset of them is, the research on this subject is still at
an early stage. Specifically, necessary and sufficient conditions
for the fault detection and identification need to be provided,
as well as algorithms that efficiently identify which edge or
node got disconnected. Also, it would be interesting to identify
classes of graphs for which fault detection and identification
after an edge/node disconnection is always guaranteed. These
open problems will be the subject of future research.

Notation. Z_ and R, denote the set of nonnegative integer
and real numbers, respectively. We let e; denote the i-th
element of the canonical basis in RF (k being clear from
the context), with all entries equal to zero except for the -
th one which is unitary. 1, denotes the k-dimensional real
vector whose entries are all 1. Given a real matrix A, the
(4,7)-th entry of A is denoted either by a;; or by [A];;, and
its transpose by A'. Given a vector v, the i-th entry of v is
denoted by v; or by [v];. The spectrum of A € R"*", denoted
by o(A), is the set of its eigenvalues and the spectral radius of
A, denoted by p4, is the maximum modulus of the elements
of o(A). For a nonnegative matrix A € Rixn, i.e., a matrix
whose entries are nonnegative real numbers, the spectral radius
is always an eigenvalue. A nonnegative matrix A € R}*"
whose entries are all positive is called a positive matrix. A
nonnegative nonzero matrix A € R*", n > 1, is irreducible
if no permutation matrix P can be found such that

A A12}

PTAP =
|: 0 A22

where A;; and Ay are square matrices. By the Perron-
Frobenius theorem [3], [8], [15], for an irreducible nonnegative
matrix A the spectral radius p4 is a simple real dominant
eigenvalue, and the corresponding left and right eigenvectors
are positive. Also, nonnegative eigenvectors of a nonnegative
irreducible matrix necessarily correspond to the spectral ra-
dius. Given v = [v;] € R", the symbol diag(v) denotes the
n-dimensional diagonal matrix whose (i, ¢)-th entry is v;.



An undirected and weighted graph G is a triple (V, &, A),

where V = {1,2,..., N} is the set of vertices, £ C V x V
is the set of arcs, and A = A" € ]Rf XN is the matrix
of the weights of G. The (symmetric) matrix 4 is called
adjacency matrix of the graph. The (i, j)-th entry (and hence
the (j,7)-th entry) of A, [Al;;, is nonzero if and only if the
arc (j,1) belongs to £. We assume that [A];; = 0, for all
1€ {1,2,...,N}. A path connecting j and i is an ordered
sequence of arcs (7,11), (i1,%2),- - ., (tk—1, %), (ix,7) € E&.
The graph G is connected if, for every pair of vertices j and
i, there is a path connecting them. G is connected if and only
if its adjacency matrix A is irreducible.
The Laplacian matrix [9] associated with the adjacency matrix
A is defined as £ := C — A, where C is the (diagonal)
connectivity matrix, whose diagonal entries are the sums of
the corresponding row entries of A, namely C = diag(.A1y).
Clearly, as the adjacency matrix A is symmetric, the associated
Laplacian £ is symmetric, too.

II. THE ORIGINAL CONSENSUS NETWORK

Consider a multi-agent system consisting of N agents, N >
1. The state of each i-th agent, i € {1,.., N}, is described by
the scalar variable x; that updates according to the following
simple discrete-time linear state-space model [16]:

.ﬁi(t + 1) = .%‘l(t> + Ui(t),

where v; represents the input of the ¢-th agent. The commu-
nication among the N agents is described by an undirected
weighted graph G with adjacency matrix A = AT € Rﬁ xN
The entry [A];; of the matrix A is positive if the agents ¢
and j exchange information, and is zero otherwise. Each i-th
agent implements the following linear consensus protocol [16]
to generate its input v; at every time ¢ € Z:

teZy,

N
vi(t) = K Z[A]ij(wj (t) = @:i(t)), M

where x > 0 is a parameter known as coupling strength. If
the agents’ states are piled up to create the N-dimensional
state vector x € R, the overall multi-agent system updates
according to the following equation

x(t+1) = (In — kL)x(t) =: Ax(2), (2)

where £ = [(;;] € RV*¥ is the Laplacian associated with the
adjacency matrix A. The properties of the Laplacian ensure
that A1y = 1y, which implies that 1 is an eigenvalue of A.
System (2) typically represents the case when agents/nodes
exchange information with their neighbours, with the final goal
of asymptotically converging to the same constant value. More
formally, the multi-agent system (2) is a consensus network if
for every initial state x(0) there exists & = a(x(0)) € R such
that

lim x(t) = aln. 3)

t—+oo

« is the consensus value [15] for system (2), corresponding
to the given initial state. If the communication graph is

connected, namely .4 and hence £ are irreducible [15], and
the coupling strength x satisfies:

1
0<h< —m, “)
max;—1,...,N Lii
¢;; being the i-th diagonal entry of £, system (2) is a consensus
network [15], and the consensus value is

a=w,x(0), &)

where w4 = %1 ~ 1s the left eigenvector of A corresponding
to 1 and satisfying w j 1 = 1. Therefore the consensus value
represents the average value of the agents’ initial conditions
z;(0),i € {1,2,...,N}.

Assumption 1. In the paper we assume that the commu-
nication graph G is connected (equivalently, £, and hence
A, are irreducible matrices) and k satisfies the inequalities
in (4). Consequently, A = Iy — kL is a nonnegative irre-
ducible matrix. The Perron-Frobenius theorem and identity
Aly = 1y ensure that 1 is a simple dominant eigenvalue
of A. The eigenspace associated with the unitary eigenvalue
is (1n), and the nonnegative eigenvectors of A necessarily
correspond to A = 1 and hence are scalar multiple of 1.

In [29] we have investigated the effects on consensus of an
edge disconnection (namely the case when two agents stop
exchanging information between each other) at some arbitrary
time instant 7 > 0, and the possibility of detecting such a
failure in the communication network. We will briefly recall
here the most important results obtained in [29] and subse-
quently focus on the case of a node disconnection (namely
the case when, at some time ¢t = 7 > 0, one of the agents
stops interacting with the others).

III. CONSENSUS AFTER AN EDGE DISCONNECTION

If the communication exchange between agents r and & (in
the undirected weighted graph G) is interrupted, namely the
arc (r,h),r # h, is disconnected, then the Laplacian Ly, of
the new digraph is related to the Laplacian £ = [{;;] of the
original digraph G by the relationship

Lhr = L+lplen—elen—e]’,

where {5, = —[A]n, < 0. Consequently, the dynamics of the
multi-agent system after the edge disconnection is described
by the faulty system

x(t+1) = Apyx(t), (6)
with state matrix
Ay =In — 6Ly = A — wlp,len, —elen —e ). (D)

The first fundamental result regarding edge disconnection
is the following one, that establishes that as far as the
edge removal does not compromise the connectedness of the
communication graph, and hence each agent can (possibly
indirectly) exchange information with every other agent, the



consensus network will converge to the same agreed value it
would have converged before the failure.

Proposition 1. [29] Given the undirected weighted and
connected graph G, with Laplacian L, let G, be the graph
obtained from G by removing the arc (v, h), and let Ly, be the
associated Laplacian. Set Apy asin (7), where k > 0 is a fixed
coupling strength, that has been chosen to ensure that system
(2) is a consensus network. If Ghr is still connected, then the
faulty system (6) describing the system dynamics starting at
t =1 >0, the time at which the node disconnection occurs,
is still a consensus network. Also, for every choice of x(0)
and every T > 0 at which the edge disconnection occurs,
the network state converges to the same consensus value to
which the original network (2) would have converged before
the disconnection.

Remark 2. It is clear that the connectedness of the com-
munication graph after the edge disconnection is a necessary
condition for the network to reach a consensus. On the other
hand, somewhat unexpectedly, such a condition also ensures
that a consensus is achieved on the same value even after
an edge disconnection. It is worth noticing that this is a
peculiarity of undirected graphs, since as shown in [29] this
result is no longer true, in general, when the communication
between agents is directed, and hence not symmetric.

Assumption 2E. In the rest of the paper we will assume that
the graph Gy,,., obtained from G upon disconnection of the
edge (r,h), is still connected (and hence the Laplacian Ly,
and the state matrix Aj, are still irreducible).

IV. DETECTING AN EDGE DISCONNECTION

In this section we focus on the problem of detecting an
edge disconnection in a consensus network and consider two
possible scenarios: the case when we can observe the states
of all the agents and the case when we can observe the states
of a subset of the agents. It is worth noticing that if an edge
disconnection takes place once the system has already reached
consensus, the dynamics of the faulty system will necessarily
be identical to the one of the original system and hence the
edge disconnection cannot be detected. To account for this
fundamental aspect, in [29] we have extended the concepts of
discernibility introduced in [2] for the continuous-time case as
follows.

Definition 1. Consider the multi-agent consensus network (2),
and the network (6), obtained from (2) upon disconnection of
the edge between agent v and agent h, with Ay, described as
in (7). The two networks are said to be discernible if for every
Sault time T > 0 and every state x(7) & (1y), there exists
t > 7 such that the state trajectory of the faulty system (6) at
time t, x(t) = A} "x(7), is different from the state trajectory
of the original system at time t.

On the other hand, if only the states of p < N agents are
available, and we assume without loss of generality that they

are the first p agents, we say that the two networks are
discernible from the observation of the first p agents if for
every fault time 7 > 0 and every state x(1) & (1n), the first
p entries of any state trajectory of the faulty system (6) at time
t>71, x(t)= AZ;TXT, are different from the first p entries of
the state trajectory of the original system at time t for at least
one time instant t, namely for every X, € RN there exists
t > 1 such that

1, 0| Al="%, #[I, 0] A" x(r).

It is not difficult to show (see [2], [29]) that the two
networks are discernible if and only if the only unobservable
states of the matrix pair (Ap,., '), with

A 0

are those in (1op). As far as the second form of discernibility
is concerned, it is easily seen that discernibility of the two
systems from the observation of the first p agents imposes the
observability of the original system. On the other hand, the
lack of observability of the faulty system could lead to some
pathological situations. So, in the following we will assume:

Assumption 3E. Both the original system (2) and the faulty
one (6) are observable from the first p agents, namely both
(A, [I, 0])and (A, [I, 0]) are observable pairs.

Under this assumption, one can resort to elementary argu-
ments based on the observability matrix of the pair (A, T'p),
with

A 0

to prove that the two networks are discernible from the obser-
vation of the first p agents if and only if the only unobservable
states of the matrix pair (Ap,,I',) are those in (1) (and they
necessarily correspond to the unitary eigenvalue).

[Ip 0 -1, 0], 9

A. Discernibility after edge disconnection

The following proposition provides equivalent conditions
for discernibility after edge disconnection, in case all the
agents’ states are accessible.

Proposition 3. [29] Given the networks (2) and (6), this
latter obtained from the former after the disconnection of the
edge (r,h), suppose that Assumptions 1 and 2E hold. Then,
the following facts are equivalent:

1) the networks (2) and (6) are discernible;
ii) the unobservable states of the pair (Ap,,I'n) are those
in <12N>;
iii) the only eigenvalue of the unobservable subspace of the
pair (A, klp.len —e]len — e ") is 1;
iv) there is no eigenvalue-eigenvector pair (\,v), with A € R

and v € RV, except for \ = 1 and v € (1y), such that
Av =)Av and

[V]n = [v]p. (10)



In the special case when A has one eigenvalue A # 1
of multiplicity greater than 1, then an eigenvector v of A
corresponding to A can be found such that condition (10)
is satisfied, thus making the original network and the faulty
network not discernible (see Lemma 4, below). So, a necessary
condition for discernibility is that A has all eigenvalues with
unitary multiplicity. This implies that £ needs to have all
eigenvalues with unitary multiplicity.

Lemma 4. [29] If the (symmetric) matrix A = In — kL,
with k satisfying (4), has an eigenvalue \ # 1 of multiplicity
greater than 1, then there exists an eigenvector v correspond-
ing to X\ such that condition (10) holds, and therefore the
networks (2) and (6), this latter obtained from the former after
the disconnection of the edge (r,h), are not discernible.

We now explore the more interesting case of discernibility
from the observation of the first p agents.

B. Discernibility from the observation of the first p agents
after edge disconnection

It is worth noticing that since A is a nonnegative irreducible
matrix, having 15 as dominant eigenvector corresponding to
A =1, clearly A = 1 is always an observable eigenvalue
of the pair (A, [I, 0]), and hence if the pair (A, [I, 0])
would not be observable, the eigenvalues of the non-observable
subsystem would necessarily have modulus smaller than 1.
Note that for the same reason, 1 is always an observable
eigenvalue of the matrix Ay, as far as it remains irreducible.
Finally, the irreducibility assumption on both A and Apr
ensures that the eigenspace of both A and Ay, corresponding
to A =11is (1x). So, the only unobservable eigenvectors of
(Apy,T'p) corresponding to the unitary eigenvalue are those
belonging to (1ay). As a result, the case A = 1 does not
require any check. One only needs to evaluate what happens
of the PBH observability matrix of the pair (Ap,,I',) when
A # 1. By putting together these reasonings with Proposition
3 in [2] and some technical lemma [29], we have obtained the
following result.

Proposition 5. [29] Given the networks (2) and (6), this latter
obtained from the former after the disconnection of the edge
(r, h), suppose that Assumptions 1, 2E and 3E hold. Then, the
following facts are equivalent:

1) The networks (2) and (6), this latter obtained from the
former after the disconnection of the edge (r,h), are
discernible from the observation of the first p agents;

i) the unobservable states of the pair (Ap,,I'n) are those

n (lan); B
iii) for every A € o(A) No(Apy), A # 1,
My — A 0
rank 0 My — Apr| =2N;
I, 0 —I, 0

iv) there are no A € R and nonzero vectors v,v € RN,
except for A\=1 and v =v € (1y), such that
{ Av = \v, ApV = AV

[Ip O]V = [Ip 0]‘7? (an

V) there is no eigenvalue-eigenvector pair (A, v), with A € R
and v € RY, except for A\ =1 and v € (1x), such that
(10) holds.

V. CONSENSUS AFTER A NODE DISCONNECTION

When studying the effects of a node disconnection on a
consensus network, we have to face a more complicated situ-
ation. Indeed, a node failure corresponds to the disconnection
of all the edges having one extreme in that node, and hence
the connectivity of the original graph is clearly lost. In order
to still achieve some form of consensus, we have to require
that all the remaining nodes communicate with each other, but
in general we cannot expect that the consensus value will be
the same as the one the original network was converging to.

In order to study the effects of the disconnection of some
node h € V and our possibilities to detect such a fault, we
consider as new graph after the node disconnection the graph
G, obtained from G by removing all the arcs having the node
h at one of its ends. Note that this is a graph whose vertex
set is still V = {1,2,..., N}, and whose set of arcs £f=t
coincides with £\ {(h,7), (j,h) : 5 € {1,2,...,N},j # h}.
Accordingly, we define the Laplacian E‘;L“ of the new graph
in terms of the Laplacian £ = [¢;;] of the original graph G as

follows:
Eixt L— Z hj eheh ehejT) (12)
J#h
— Y [Aljnleje] —ejef) e RN,
i#h

Note that £§** has the h-th column and row that are both
zero. Also, we let Qh be the subgraph obtained from G (or
from Qﬁ”) by removing the node h, and L), the associated
Laplacian (therefore Lrly_1 = 0). Clearly, Ly, is the (N —
1) x (N —1) principal submatrix of £¢** obtained by removing
the h-th column and row.

Accordingly, the matrices that describe the dynamics of all the
N agents and of the remaining N — 1 agents after the node
disconnection are, respectively,

AS = Iy — KL (13)
= A+ K(Z[A]hj (ene, — ehe;)
J#h
+ > [Aljn(eje] — ejeZ))
J#h
Ah = IN,1 —Klzh (14)
= STAS, + H[Z jhejej + Z line;— 1e] 1)
j<h ji>h

where Sy, is the N x (N — 1) selection matrix that selects
all the columns of A except for the h-th one (the N x (N —
1) submatrix of I obtained by removing the h-th column).
As we will see, depending on the specific problem we will
address, it will be more convenient to refer to the dynamics



of all the N agents, after the node disconnection, or to the
dynamics of the N — 1 active agents.

The first result we provide for node disconnection is Propo-
sition 6 below. Compared to Proposition 1, addressing the
effects of an edge disconnection, the following result states
that a node disconnection does not prevent consensus of the
resulting faulty network, provided that it remains connected,
but differently from the case of an edge disconnection the
agents converge to a consensus value that is different from
the original one.

Proposition 6. Given the undirected weighted and connected
graph G, with Laplacian L, let G, be the subgraph obtained
from G by removing the node h, and let L}, be the associated
Laplacian. Set Ay, = In_1 — kLh, where k > 0 is a fixed
coupling strength, that has been chosen to ensure that system
(2) is a consensus network. If Gy, is still connected, then

i) the N — l-dimensional system x(t + 1) = (Iy_1 —
kLp)X(t) = Apx(t) is still a consensus network;

il) unless the index h is such that all the eigenvectors of
A, corresponding to nonunitary and nonzero eigenvalues,
have the h-th entry that is zero, for every T > 0 at
which the node disconnection occurs there exist initial
states x(0) corresponding to which the consensus value
obtained by the faulty network is different from the
original one (5).

Proof. 1) Since the original network is a consensus network, £
is irreducible and « satisfies the constraint (4) (see Assumption
1). On the other hand, by assumption, the Laplacian £y, is still
irreducible and clearly if we denote by /;; the (i, j)-th entry of
E_h, then max;=1,... ,N—1 Z“ < max;—=1,.. N £;;, thus ensuring

h
that 1

o< —mMm——.
max;—1,.. n lii

Consequently, also the new network is a consensus network.
ii) As A is nonnegative, irreducible and symmetric, RY
admits a basis consisting of eigenvectors of A (equivalently,
of eigenvectors of £). We let 1y be the eigenvector of
A corresponding to 1, and va,...,vy be the eigenvectors
of A corresponding to the remaining eigenvalues of A, say
A2, ..., AN, that are real eigenvalues of modulus smaller than
1. Every initial condition x(0) can be expressed as

N
X(O) =aly + Zaivi,
i=2
where o = wjx(0) = £1[x(0). We note that if the
disconnection takes place at 7 > 0 then
e X(r) = aly + XL, A vi
o the consensus value reached by the new network coin-

cides with
. — _ . Tt—T — _ . Tt —
t—lg‘rnoo X(t) o t—lg‘rnoo Ah X(T) a t—lgrnoo Ahx(T)’

where X(7) = 8 x(7) = aln_1 + XN, A S vi,
and hence it coincides with W [ X(7) = =515 _1X(7).

On the other hand, (see also [29]) vai = 0 for every
i € {2,...,N}. Therefore w)S}v;, = f%—_’l for every
i €{2,...,N}. This implies that

WiX(T) = a+ i QAW S v; =
- o~ v
= w,x(0) — ;ai/\ZN Z—hl' (15)
So, unless each [v;]p,i = 2,3,...,N, corresponding to

Ai # 0 is zero, there exist choices of the coefficients
;1 =2,3,..., N, such that Zfiz AT E:/'_]hl = 0, and hence

W X(7) # w i x(0). O

Assumption 2N. In the rest of the paper we will assume
that the Laplacian £;, (and hence the state matrix A) of the
(reduced) network, obtained from (2) upon disconnection of
the node h, is irreducible.

VI. DETECTING A NODE DISCONNECTION

A. Detecting a node disconnection: the concept of discerni-
bility

In the following, to simplify the notation, we will assume
that the node that disconnects is the N-th one, namely the last
one. Clearly, we can always reduce ourselves to this situation
by means of a suitable relabelling of the nodes. Also, we will
omit the suffix h = N in the Laplacian of the faulty network
and related matrices. Accordingly, we can partition the original
matrix A as follows

B —KU
A= —kp’ 1 —klyn|’ (16)

where B 1= In_1 — kSyLSn, p € RY1 and /yy, the
(N,N)-th entry of L, belongs to R. The disconnection of
node N at some time ¢t = 7 > 0 therefore leads to the new
state space description for the set of all N agents:

x(t+1) = A'x(¢), (17)
with A°®t described as
Aemt — B—x (()hag(y‘) (1):| — |:‘3 (1):| . (18)

Remark 7. By Assumption 2N, A is a nonnegative irreducible
matrix, and by adopting the same reasonings previously
adopted for A we can claim that X = 1 is its dominant
eigenvalue, while 1 _1 is its dominant eigenvector and there
are no other eigenvectors of A corresponding to A = 1 except
for multiples of 1x_1. On the other hand, A°**1y = 1y, but
1 is not a simple eigenvalue of A°®t. Indeed, also ey is an
eigenvector of At corresponding to 1. Indeed, A\ = 1 is an
eigenvalue of A" with algebraic and geometric multiplicities
both equal to 2 and the eigenspace associated with A = 1 is

Iv—1

(o) = (| 7] ew



We first consider the problem of detecting a node discon-
nection when the states of all the agents are accessible. Also,
in this case, the definition of discernibility has been adapted
from the one given in [2], by ruling out the case when the
node disconnection takes place after the multi-agent system
has already reached consensus, and hence the fault is clearly
undetectable.

Definition 2. Consider the multi-agent consensus network (2),
and the N-dimensional network (17) obtained from (2) upon
disconnection of the node N, with A°® described as in (18).
The two networks are said to be discernible if for every fault
time T > 0 and every state x(7) & (1y), there exists t > T
such that the state trajectory of the faulty system (17) at time
t, x(t) = (A*V)!=7x(7), is different from the state trajectory
of the original system at time t.

By making use of arguments similar to those adopted in [2]
and [29], that simply rely on the kernel of the observability
matrix associated with the pair (A, T'y), with

(A0
A = _0 A_Leact:|
[ B —KM 0 0
_ 7H/J,T lfligNN 0 0
- 0 0 B — k diag(p) 0]
| 0 0 0 1
In-1 0 —In_ 0
Iy = [In IN]:[Noll v 0],

we can easily claim that the two networks are discernible if and
only if the only unobservable states of the matrix pair (A, I'y)
are those in (15x). This characterization is the starting point
to derive the following result.

Proposition 8. Given the N-dimensional networks (2) and
(17), this latter obtained from the former after the disconnec-
tion of the node N, the following facts are equivalent:
i) the networks (2) and (17) are discernible;
i) the unobservable states of the pair (A,T'N) are those in
(Lon);
iii) there is no eigenvalue-eigenvector pair (A, v) of the
matrix B, with A € R,\ # 1, and v € RN71 v #£ 0,
satisfying

vl =0,Vie{l,...,N — 1} such that [A];n # 0;
19)
iv) there is no eigenvalue-eigenvector pair (\,z) of the
matrix A, with A € R and z € RN,z # 0, satisfying

{[Z}N =0,

[z); =0Viec{l,...,N—1}s.t. [Al;n #0; (20)

v) set T :={i € {1,2,...,N —1} : [Alyny = 0}, J =
{1,...,N}\ I, and let P be an N x N permutation

matrix that brings the nodes in I as the first |I| nodes,
and leaves the N-th node as the last one, and set

Arr AIJ}

PTAP =
|:AJI Ay

Then there is no eigenvalue-eigenvector pair (\,v) of the
matrix Ary, with A\ € R, satisfying Aj;v = 0, namely
the pair (A1, Ayr) is observable.

Proof. 1) < ii) This identity has been commented upon earlier.
ii) < iii) By making use of the PBH observability matrix, we
can claim that ii) holds if and only if the only pairs (A, w),
with w # 0, such that

[AIQN—A} w0

Ty 2L

satisfy A =1 and w € (1o). It is easily seen that (21) holds
for some (A, w), with w # 0, if and only if either (A, w) =
(1,alay),3 «, or A # 1 and there exists v € RV~ v £ 0,
such that

(My-1—B)v = 0
v = 0 22)
diag(p)v = 0.

The previous conditions (22) simultaneously hold for some
A # 1 if and only if there exist A # 1 and v # 0 such that

{ ()\IN,1 — B)V = 0
[[,L]i 75 0 = [V]i =0.

[Alin

(23)

Since p = — , this is equivalent to saying that

[Aln_1,n
B has an eigenvector v, corresponding to some nonunitary
eigenvalue )\, whose entries satisfy (19).
iii) < iv) To deny iii) is equivalent to claim the existence of
A (which is necessarily different from 1) and v # 0 such that
(23) holds. Then it is eaT to see that if (23) holds, then iv) is

v . .
ol Conversely, if there exists some z

and A contradicting iv), then iii) does not hold for v := S;\'—,z
and the same .
iv) < v) Condition iv) is violated if and only if there exist

contradicted by z :=

A (which is necessarily different from 1) and z =

v # 0, such that
AIJ v -\ v
Azl [O] 70|

This amounts to saying that there exist A (which is necessarily
different from 1) and v # 0 such that

g . with

Arr
Ajr

A]]V = A\v and AJ]V =0.

So, the violation of condition iv) is equivalent to assuming
that (Ayy, Ayr) is not observable. O



B. Discernibility from the observation of a subset of the agents

We now address discernibility from the observation of a
subset of cardinality p < IV of the states of the agents. Clearly,
two possible situations arise: (1) the available measurements
include the state of the disconnected agent; (2) the available
measurements do not include the state of the disconnected
agent. To make the definition generic, and consider both
cases simultaneously, we denote by M := {mi,ma...,mp},
with 1 < m; < mg < --- < mp < N, the indices of
the agents whose states are measurable and let M be the
corresponding p X IV state-to-output matrix, whose i-th row is
e,,Tni,i e{1,2,...,p}.

If we assume, as before, that the disconnected node is the
N-th one, and the N-dimensional network obtained from (2)
upon disconnection of the node N is described as in (17), with
A"t a5 in (18), we have the following definition.

Definition 3. Consider the multi-agent consensus network (2)
and the N-dimensional network (17), obtained from (2) upon
disconnection of the node N. Assume that the p measured
states are those indexed in M and hence they represent an
output vector obtained from the state vector as follows

y(t) = Mx(t).
We say that the two networks (2) and (17) are discernible from
the observation of the p agents indexed in M if for every fault
time T > 0 and every state x(7) & (1n), the output of the
original system (2) and the output of the faulty system (17)
are different for at least one time instant t > 7, namely for
every X, € RN there exists t > 7 such that

M (AT =Tg £ MATX(T). (24)

It is easily seen that since the node that gets disconnected is
the N-th one, we can investigate the two previously described
situations, namely the one when the available measurements
include the state of the disconnected agent, and the case when
they do not, by simply assuming in the first case

M=[0 1, 25)

and in the second case
M=[I, 0].

Indeed, we can always reduce ourselves to one of these two
situations by means of a simple relabelling of the agents.
Consequently, we will investigate discernibility from the ob-
servation of the last p agents (Case 1) assuming M as in (25),
and discernibility from the observation of the first p agents
(Case 2) assuming M as in (26).

Also in this case, as we did for the case of edge disconnec-
tion, we need to introduce the observability assumption on
the original system, since this is a necessary condition for
discernibility from the observation of the selected p agents,
both in Case 1 and in Case 2.

(26)

Assumption 3N. The original system (2) is observable from
the selected p agents, namely (A, M) is an observable pair.

C. Case 1: Discernibility from the observation of the last p
agents

In this subsection, we will assume that the state-to-output
matrix M is described as in (25). We also assume, as we did in
the case of an edge disconnection, that also the faulty network
after the node disconnection (A°*, M) is observable (an
assumption that is reasonable, since the disconnected node is
one of the measured ones, and avoids pathological situations).

Assumption 4N. The faulty system (17) is observable from
the last p agents, namely (A, [O IPD is an observable pair.

To investigate discernibility in Case 1 we introduce the pair
A 0
A= { 0 Am] Tpovs :=[0 I, 0 —IL]. (27

Also, it is convenient to adopt a finer block-partition of
the matrix A with respect to the one given in (16). This
corresponds to distinguishing in the set of the first N — 1
agents those that are directly measured from those that are
not. Specifically, we will assume in Case 1 that

A Aio —KH3
A=| Aly  An k|, (28)
—Kps —kpgy 1 —RlNN
where A;; € RS_N_p)X(N_p),Agg c Rﬂf"l)x(”‘l),uu c
RMN=P and pqs € RP~1. Accordingly,
_ Anr — k diag(p3) Agp 0
At = Al Az — K diag(pgs) 0
0 0 1
A0
_ [ ; J (29)

We can now introduce the following result.

Proposition 9. Consider the networks (2) and (17), this latter
obtained from the former after the disconnection of the node
N. Assume that the matrices A and A°** are described as in
(28) and (29), respectively, with A1; € RS_N_p)X(N_p), Ass €
I@Efﬁl)x(pil),um € RN-» and poyy € RP™L Finally, set
A11 = A11 — K diag(u13) and A22 = AQQ — K diag(/ll23).
Under Assumptions 1, 2N, 3N and 4N, the following facts are
equivalent:

i) the networks (2) and (17) are discernible from the obser-

vation of the last p agents;
ii) the unobservable states of the pair (A, Ty, ops) are those

in <12N>;
iii) the PBH matrix
N — A11 —A12 0
—A], A — Ay 0
0 —A12 N — A11
\\ MI?, H;I—:i 0 J
_A1T2 r diag(pog) A1T2



is of full column rank for every \ # 1;
iv) the pair (9, H), where

Ay A 0O
o = A1T2 AQQ O
0 Ap Ap
and
o [IMT?, 2 0 ]
_A1T2 r diag(pog) AlTQ ’

is observable.
Proof. 1) < ii). Suppose that there exists an unobservable

to (lon). Then [0 I,] A" "x, = [0 I,] (A "%,
holds for every ¢t > 7. If x, would belong to (1), then
the observability of (17) would imply that X, = x,, but

XT

L( } ¢ (lan).
Therefore x, ¢ (1) and this implies that the existence of an
unobservable state that does not belong to (1) contradicts
the discernibility from the observation of the last p agents.

Conversely, assume that there is no discernibility from the
observation of the last p agents, and hence there exists a

vector ET], with x, € (1), such that [O Ip} ATTx, =

state of the pair (A, T}, op5), say t_zf} that does not belong

this would contradict the assumption that

[0 I,] (A°*")*="x. holds for every t > 7. Clearly, zT} is

-
an unobservable state of the pair (A,I', ,45), and does not

belong to (1ap).

ii) < iii). Consider the PBH observability matrix associated
with the pair (27). We observe that if A = 1, then the only
right eigenvector of A corresponding to A = 1 is 1, therefore
the only vector v € R such that

Aextv —v

[0 Ip} v=1,

is necessarily (see Remark 7) the vector 1. Therefore the
only unobservable eigenvectors of the pair (A, T, ,s) corre-
sponding to A = 1 are those in (1x). Now, suppose that
A # 1. Condition

PIZ N — A] w0
1_\p,obs
is equivalent, upon block-partitioning w conformably with the

block partition of the matrices involved, to the fact that the
vector

— [wT T T T T
W = |:W1 W2 ws W4 W5 wG:I 3

belongs to the kernel of

AN — A1 —Aio K13 0 0 0
—A%T2 )\I—égz Kflog 0 0 0
Kty Koy A—=14+rlNnN 0 0 0

0 0 0 MN—Ay A 0

0 0 0 —Al,  A-432 0

0 0 0 0 A-1
[ 0 Tt 0 0 —I,1 0 J

0 0 1 0 0 —1

Since A # 1, it must be wg = 0 which implies w3 = wg = 0.
On the other hand, w5 = wo, therefore the previous condition
can be rewritten as

AN — Ay —Ap 0 0
—Al, A - Ay 0 0 Wi
T Kby 0 0 2 =0
0 0 M- Ay —Ap ||
0 0 —Al, N = A | L2

By making use of elementary transformations on the rows
and columns of the previous expression, we easily obtain the
equivalent condition

A — All —A12 0
_AIQ A — A22 0 B W1
0 —A12 M — A11 Wo | = 0.
{ Bl Ko 0 J Wy
—Af r diag(ptos) Al

So, condition ii) holds if and only if the previous PBH
observability matrix is of full column rank for every A # 1.

iii) < iv) Condition iii) is equivalent to saying that the pair
(P, H) has not unobservable eigenvectors corresponding to
A # 1. On the other hand, it is immediate to see that
o(®) = o(B) U o(A11). Both B and Ay; are principal
submatrices of nonnegative irreducible matrices (A and A,
respectively) having unitary spectral radius. Therefore [14],
pp and pj,, are both smaller than 1. Consequently, A = 1
cannot be an unobservable eigenvalue of the pair and hence
condition iii) is equivalent to the observability of (¢, H). O

D. Case 2: Discernibility from the observation of the first p
agents

In this subsection, we will assume that the state-to-output
matrix M is described as in (26). To investigate discernibility,
also in this case we assume that A and A°** are block-
partitioned as in (28) and (29), however the sizes of the
various blocks are now different, since A;; € RE*P, Agy €
RiN_l_p)X(N_l_p),um € R? and py; € RV 7177, We also
to introduce the matrix pair (A, T} nobs):

— A 0 2N x2N
A = 0 Aemt eR (30)
Fp,nobs = Ip 0 —Ip 0] S ]R;DX2N,

but this is not the appropriate matrix pair through which we
may characterize the discernibility property from the measure-
ments of the first p agents. Indeed, as the set of measured
states does not include the state of the disconnected node N,
we easily see that in the faulty system the /N-th entry of the
state has no impact on the output sequence, namely A = 1
is always an eigenvalue of the unobservable subsystem of
(A, T}, nobs) and e is an eigenvector of A that belongs to the
unobservable subspace of the pair. Consequently, all the states
oy
0

] ,ean) belong to the unobservable subspace of
the pair (A, T n0ps)- SO, to investigate the discernibility from

in (|



the first p outputs, it makes sense to focus on the unobservable
states of the matrix pair (A, T}, ,0bs), Where

A A 0
= - (2N-1)x(2N-1)
1_\p,nobs = Ip 0 —Ip 0] c RPX2N-1

Accordingly, we introduce the following:

Assumption 5N. The pair (4, [I, 0]) is observable.

Proposition 10. Consider the networks (2) and (17), this
latter obtained from the former after the disconnection of the
node N. Assume that the matrices A and A are described
as in (28) and (29), respectively, with A1; € RP, Ayy €
RiN_l_p)X(N_l_p),uu € RP and pyy € RN=17P. Finally,
set A11 = A1 — Kk diag(py3) and Asg = Ags — k diag(pas).
Under Assumptions 1, 2N, 3N and 5N, the following facts are
equivalent:

i) the networks (2) and (17) are discernible from the obser-

vation of the first p nodes;
ii) the unobservable states of the pair (A, T} ,0bs) are those

in <12N—1>;
i) the PBH matrix
AI—All —Alg Rby3 0
—AE )\I—AQQ Ros 0
i3 Kigys  A—1+klyNn 0
—A], 0 0 A —Ag
|_’€ diag(py3) Ao —KH3 —Ar2 J

is of full column rank for every A # 1;
iv) the unobservable states of the pair (Z,C), where

A Aro —KH3 0

=. Al Az kK23 0

T | —kmls —kpgy 1—klyy 0
Al, 0 0 Ags

and
C = [/{ diag(p13) A1z —Kps —A12]
are those in (lan_1_p).

Proof. 1) < 1ii). It is very similar to the proof of i) & ii) in
the previous proposition and hence it is omitted.

ii) < iii). Consider the PBH observability matrix associated
with the pair (31). If A\ = 1, then the only right eigenvector
of A corresponding to A = 1 is 1, therefore the only vector
v € RV~! such that

Av=v [I, 0]v=1,

is necessarily (see Remark 7) the vector 1. So, the only
nonobservable eigenvector of the pair (A, T, ,b5) correspond-
ing to A =1 1is 1ox_1. Now, suppose that A # 1. Condition

|:)\IQ_N1 — A

w =20
Fp,nobs :|

is equivalent, upon block-partitioning w conformably with the
block partition of the matrices involved, to the fact that the
vector

-
w=[wl wl ws wi wi],
belongs to the kernel of
/\I*All *A12 Ii}L13 0 0
—Aly, M —Agx Kilgs 0 0
Kibly Khas  A—l+rlny 0 0
0 0 0 A —An —A12
0 0 0 —Al, M -—Ap
L I, 0 0 . 0

Since w4 = w1, the previous condition can be rewritten as

AN — A1 —Aj9 Kby3 0 0
—Al, M — Ao Kftog 0 0
R VA T

— A11 —A12
0 0 0 —Aly, A=Ay
W1
w2
w3 | =0
w1
w5
and hence as

AN — A11 —A12 H/Lls 0

_ATQ A — A22 272 % 0 z;
mung Kilgs A—=1+4+klnN 0 ws | = 0

A — A11 0 0 —Alg wWs

—Al, 0 0 M — Az

By making use of elementary transformations on the rows
and columns of the previous expression, we easily obtain the
equivalent condition

)\I—An —A12 K3 0
—Af, M — A Klbys 0 w1
mL1T3 /s;LQT:; A—1+rlnn 0 Z}VQ =0.
—Af, 0 0 N— A | |
Lx diag(p,3) Az —KH;3 A1z ] 0

So, condition ii) holds if and only if the previous PBH
observability matrix is of full column rank for every A # 1.
iii) < iv) It is easy to check that 1oy_1_;, belongs to the
unobservable space of the pair. The rest is obvious. O

VII. HOW TO RESTORE THE CONSENSUS VALUE IN CASE
OF A NODE DISCONNECTION

As we already observed in Section V, the disconnection of
a node in an undirected graph in general leads, even when the
remaining subgraph is still connected, to a consensus value that
is different from the original one. Indeed, if the disconnection
of the node N, for instance, happens at ¢t = 7, then from that
moment onward the reduced multi-agent system, consisting of



the first V — 1 agents, will necessarily achieve consensus on
the value

1
V_V,Tii(T) = mlxqsxﬂc(ﬂ
N
_ 1 T T [VZ]N
= Nle(O) 2 0] N1
1
7é N]';X(O)a

while the state of the N-th agent will be stuck to the value it
had before disconnection. Since the consensus value after the
disconnection depends only on the left dominant eigenvector
Wi = y—gln-1of A, and on the values of the first N — 1
entries of the state at ¢ = 7, any modification of the graph
weights will be irrelevant, since it may affect the convergence
speed but not the consensus value.

If we assume that the node disconnection at ¢ = 7 can
be communicated to all the nodes (possibly in a centralised
way), and not only detected by the neighbours of node N,
then the system can react in a distributed way to ensure that
the information regarding the disconnected node is preserved
and hence the final consensus value remains identical to
the original one. In the following we illustrate a possible
correcting scheme. Other solutions have been proposed in
[10]-[12]. If at ¢ = 7 the node N becomes disconnected,
and hence its state is no longer available, then correction is
possible if each of the remaining N — 1 nodes updates its state
value based only on its local information in order to guarantee

that
1

1
ml;_li('r + 1) = fl]TVX(T)

N

We can obtain this result by simply injecting a correction input
at t = 7 (and only at that time instant, so it is an instantaneous
contribution):

%x(1+1) = A[x(7) + a(7)],

where u(7) is such that
1 _ ) 1.
IR x() )] = T 1)

Note that the N-th entry of x(7), zx(7), may not be directly
measured, since the node IV is no longer communicating, but it
can be deduced from the information available upto ¢ = 7—1,
when the node was still active. By imposing

Fot o)+ ae) = gk [ X0

N -1 TN
we obtain
1 1 T
7N—1in(7)+N 11N a(r Z
i#=N i#=N

and hence

N 1=
Z Ivjz;(r = 1).

Jj=1

)=z S ailr)

i#=N

1N 1u

We can obtain this goal as a result of a distributed control
action by assuming:

x(T —1),

a(r) = —%)‘(

where we exploited the symmetry of A.

N -1 .
(1) + leag(AeN)
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