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Abstract

In this paper we study optimal estimation design for samjileshr systems where the sensors measurements
are transmitted to the estimator site via a generic digaaimunication networks. Sensor measurements are subject
to random delay or might even be completely lost. We show tti@tminimum error covariance estimator is time-
varying, stochastic, and it does not converge to a steadg.dtéoreover, this estimator is independent of the
communication protocol and can be implemented using a mitamory buffer if and only if the delivered packets
have a nite maximum delay. We also present two alternafivetinvariant estimator architectures and, surprisingly
we show that stability does not depend on packet delay byt@mithe packet loss probability. Finally, algorithms
to compute critical packet loss probability and estimajmsformance in terms of error covariance are given and
applied to some numerical examples.

. INTRODUCTION

Recent technological advances in MEMS, DSP capabilitiespeding, and communication technology
are revolutionizing our ability to build massively distuied networked control systems (NCS) [1]. These
networks can offer access to an unprecedented quality atiguof information which can revolutionize
our ability in controlling of the environment, such as neage building environmental control [2],
vehicular networks and traf ¢ control [3], surveillancedagoordinated robotics [4]. However, they also
pose challenging problems arising from the fact that sensatuators and controllers are not physically co-
located and need to exchange information via a digital comeation network. In particular, measurement
and control packets are subject to random delay and lossseThmblems are particularly evident in
wireless communication networks which are rapidly repigcwired communication infrastructures in
many engineering areas [5]. This is happening because esgetystems are easier and cheaper to
deploy and avoid cumbersome cabling and device positioragides, new technologies like wireless
sensor networks (WSNs), which are large networks of spat@ilitributed electronic devices — called
nodes — capable of sensing, computation and wireless comatiom, will enable the development of
applications previously unfeasible [6] [7]. For example, Mgas been used for animal habitat monitoring
in inhospitable regions [8] and microclimate monitoringfanests [9]. These are typical example of large
scale ne grain sensor data-collection applications whefermation is collected and then analyzed off-
line.

However, WSN are going to be employed also for real-time appbns. For example consider a WSN
deployed in a forest whose nodes are equipped with temperand humidity sensors, as graphically
shown in the left panel of Fig. 1. The same network could beleysg for monitoring climate vari-
ations (data-collection application) or for wild- re detgon and tracking (real-time application) [10].
Despite the fact that these two applications adopt the safmastructure, they obviously have different
packet delay and packet loss requirements, as shown in payel of Fig. 1. In fact, in data-collection
applications it is only necessary to extract all data relgasdof packet delay, while in real-time control
applications both delay and packet loss are relevant. ttinfately, the design of communication protocols
for communication networks has to deal with unavoidableldcdfs between packet loss and packet
delay. In fact, communication protocols that aim at redggacket loss require retransmission of lost
packets and packet delivery acknowledgment, which ineréas ¢ and consequently delay. Viceversa,
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Fig. 1. Pictorial representation of Wireless Sensor Network for famemtitoring or wild re detection(left). The small dots indicate the
location of the sensing nodes, the shaded circles indicate the sensingsregid the segments the communication links. Tradeoff curve
typical of many network communication protocols and constraint rediongeal-time and data-collection applicatiofright).

reducing time delay requires dropping of packets to miégsaf c and packet collisions (see solid line
in right panel of Fig. 1). Therefore, it is not trivial to dgai communication protocols for control systems
since both delay and packet loss negatively impact esomatnd closed loop performance of controlled
systems. Currently, communications protocols and netvebdamtrol systems are designed separately. In
particular, protocols are design based on conservativedties which specify what the maximum time
delay and maximum packet loss should be, but with no cleaenstanding of their impact on the overall
application performance. On the application side, cordystems are not speci cally designed to exploit
information about packet loss and delay statistics of thmroanication protocols they will run on. From
these observations few questions arise. For example, howldshve design estimators for networked
systems that take into account simultaneous random deldypacket loss? How can we estimate their
performance? When is the closed loop system stable? How cacha@se between a communication
protocol with a large packet delay and a small packet lossagpiebtocol with a small packet delay and a
large packet loss, in terms of best performance of a spee@at-time application? These are the questions
that motivate this work.

This paper is organized as follows. In the next section we g overview on relevant previous work
and we state our contribution. Section Ill formalizes thenimum variance estimation problem and the
packet arrival process modeling. In Section IV the minimwsmiance estimation problem is solved in full
generality and conditions on memory requirements are gikeection V we derive stability conditions
and quantify performance in terms of expected estimaticor eovariance of minimum variance estimators
with constant gains under i.i.d. packet arrival with knowatistics. These suboptimal estimators provide
an upper bound for the performance of the time-varying ogitiher proposed in Section IV. Section
VI shows how estimation performance can be improved whes@srwith computational resources are
physically co-located. This architecture also providesvaer bound for performance of the time-varying
optimal lter of Section IV. Section VII gives some numerleaxamples to illustrate the use of the tools
derived in the previous sections. Finally, in Section VI state our conclusions and give directions for
future work.

[I. PREVIOUSWORK AND CONTRIBUTION

Classical control has mainly focused on systems with cohstalay [11] or with small delay per-
turbation known as jitter [12]. Recently several groups himaked at networked control systems with
large random delay measurement and control or packet Ibgssirvey paper [13] nicely reviews several
results in this area. These results can be divided into twio gr@ups: the rst group focuses on variable
delay but no packet drop, while the second group focuses okep#oss but no delay.



Within the rst group, some authors derived stability caimahs in terms of LMIs for closed loop
continuous time linear systems with stochastic samplinget{14][15], and Nesic at al. [16] obtained
Lyapunov-like stability conditions for continuous time mimear systems with unknown but bounded
sampling time. These works simply determine stability fogigen closed loop system, and there is no
controller synthesis speci cally designed to take into @aat delay. With this respect, Yue et al. [17]
proposed an LMI approach for the design of stabilizing caltérs for bounded delay, while Nilsson at al.
[18] extended LQG optimal control design to sampled lingestesms subject to stochastic measurement
and control packet delay, and showed how the optimal cdetrglins are time-delay dependent. The
previous results rely on the major assumption that there jgatket loss or there are at mastconsecutive
packet drops.

In the second group of results, there has been a consideedfolst to apply optimal control and
estimation to discrete time systems where measurementsanicbl packets can be dropped with some
probability, but have otherwise no delay. This framewor&dasiivalent of saying that all packets have either
no delay or in nite delay. For example, in [19][20][21] thauthors proposed compensation techniques
for i.i.d Bernoulli packet-drop communication networks astetived stability conditions for closed loop
discrete time system. Elia et al. [22][23] proposed a ststitbgerturbation approach for general MIMO
LTI discrete time systems and showed that the optimal ctetrdesign is equivalent to solving a convex
LMI optimization problem. Sinopoli at al. [24] looked spexlly at minimum variance estimation design
for packet-drop networks and showed that the optimal estimia necessarily time-varying, and these
results have been extended to LQG controller design in [88][26]. Finally, a number of researches has
explored speci ¢ mechanisms to improve estimation perfomoe such as exploiting local computation at
the sensor location [27][28], controlled communicatio®][28], and network topology [30].

The previous two groups of results suffer from some limitasi. In fact, even with retransmission
mechanisms present in all current digital communicationvaeks, and in particular in the wireless ones,
it is impossible to guarantee that all packets are corretgljvered to the destination. On the hand, in
wireless sensor networks which implement multi-hop comigation, delay is not negligible and is subject
to large variations. Therefore, none of the modelings aw®rsd so far, i.e. random delay but no packet
loss and packet loss but no delay, fully represent contrstiesys interconnected by digital communication
networks. Very little work has been done considering siandbus packet drop and packet delay leading
to somewhat conservative results as they are based on gawstscenarios [31] [32].

In this paper we propose a probabilistic framework to aralyztimation where observation packets are
subject to arbitrary random delay and packet loss. Thisnallpackets to arrive in burst or even out of
order at the receiver side, as long as the measurementsrerstamped at the sensor side. We derive the
optimal estimator in mean square sense and we show that thenam error covariance estimator is time-
varying, stochastic and does not converge to a steady Mateover, this estimator design is independent
of the speci ¢ communication protocol adopted and can belemented using a nite memory buffer if
and only if the delivered packets have a nite maximum delayparticular, the memory length is equal
to the maximum packet delay. We also present two alternastenator architectures which constrain the
estimator gains to be constant rather than stochastic athéotrue optimal estimator. In particular we
show how to compute the optimal constant gains if the packatah statistic is stationary and known.
We derive necessary and suf cient condition for stabilitfy tbe estimator. Surprisingly we show that
stability does not depend on packet delay but only on a atifi@cket loss probability which depends
on the unstable eigenvalues of the system to be estimatedalSeprovide quantitative measures for
the expected error covariance of such estimators which dutnto be the solution of some modied
algebraic Riccati equations and Lyapunov equations. Thesasunes can be used to compare different
communication protocols for real-time control applicago Very importantly, these results do not depend
on the speci c implementation of the digital communicatioetwork ( eldbuses, Bluetooth, ZigBee, Wi-
Fi, etc .. ) as long as the packet arrival statistics are knawd and stationary.



[1l. PROBLEM FORMULATION
Consider the following discrete time linear stochastic plan
Xte1 = AXp+ W (1)
Vi = CX¢+ v (2)
wheret 2 N=10;1,2;:::0, x;W2 R y2R™ A2R" "y2R™ C2R"™ ", (Xo;W; V) are Gaussian,

uncorrelated, white, with mea(xo; 0; 0) and covarianc€Py; Q; R) respectively. We also assume that the
pair (A; C) is observable(A; Q') is controllable, andR > 0.
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Fig. 2. Networked systems modeling. Sampled observations at the fiate transmitted to the estimator site via a digital communication
network. Due to retransmission and packet loss, observation packiets & the estimator site with possibly random delay.

Measurements are time-stamped, encapsulated into paeketsthen transmitted through a digital
communication network (DCN), whose goal is to deliver paskisom a source to a destination (see
Fig. 2). Time-stamping of measurements are necessary tdaepackets at the receiver side as they can
arrive out of order. Modern DSNs are in general very complec @an greatly differ in their architecture
and implementation depending on the medium used (wire&legs, hybrid), and on the applications they
are meant to serve (real-time monitoring, data extractinadia-related, etc ..). In our work we model
a DSN as a module between the plant and the estimator whidgbtedelobservation measurements to
the estimator with possibly random delays. This model alalso for packets with in nite delay which
corresponds to observation loss. We assume that all olieryackets correctly delivered to the estimator
site are stored in an in nite buffer, as shown in Fig. 2. Thevat process is modeled by de ning the
random variable | as follows:

t _ 1 if yx has arrived at the estimator before or at titneé  k
= . 3
0 otherwise

From this de nition it follows that( { =1) ) ( {*" =1;8h 2 N), which simply states that if packgk
is present in the receiver buffer at timgthen it will be present for all future times. We also de neeth
packet delay ¢ 2 f N; 1g for observationy, as follows:

1 if 1=0;8t k @)
“T e K otherwise wherety = minftj [ =1g

wherety is the arrival time of observatioyy at the estimator site . Since the packet delay can be random,
observation measurements can arrive out of order at thenasti site (see Fig. 3, = 5). Also it is
possible that between two consecutive sampling periodsackegb (see Fig. 3, = 4) or multiple packets
(see Fig. 3t = 6) are delivered. In our work we do not consider quantizatisstodtion due to data
encoding/decoding since we assume that observation moisaich larger then quantization noise, as it
is the case for most DSNs where packets allocate hundredisofob measurement ddtaAlso we do

1For example, ATM communication protocols adopts packets with 384-hit é#d, Ethernet IEEE 802.3 packets allows for at least 368
bits for data payload, Bluetooth for 499 bits [13] and IEEE 802.15.4ufoto 1000 bits. This assumption might not hold for multimedia
signal like audio and video signals, which however are not in the scoplesofvork.



not consider channel noise since we assume that if any lmt @rcurred during packet transmission is
detected at the receiver, then the packet is dropped.
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Fig. 3. Packet arrival sequence and buffering at the estimator loc&ioaded squares correspond to observation packets that hawve bee
successfully received by the estimator. Cursor indicates current time.

If observationyi is not yet arrived at the estimator at tihewe assume that a zero is stored in the
k-slot of the buffer, as shown in Fig23More formally, the value stored in the-slot of the estimator
buffer at timet can be written as follows:

Y= kYk = kCXet+ oW (5)
Our goal to compute the optimal mean square estimifphich is given by:

Rijt = E[Xt ] ¥ 1 Xo; Pol (6)
wherey, = (¥4 ¥ ) and = ( 4 Lo ). Itis important to remark that the estimator above

has the information weather a packet has been delivered tprand it is not equivalent to computing

Rijt 6 Xijt = E[Xt ] ¥;Xo; Po]. The latter estimator would in fact consider the zero estaéthe buffer
as true measurements and not as dummy variables, thus ipgpadower performance. It is also useful
to design the estimator error and error covariance as fstlow

&t = Xt Ry (7)
Pt Elej€l j ¥ Xo; Po] (8)

2In practice, any arbitrary value can be stored in the buffer slots qmmeting to the packets which have not arrived, since as it will be
shown later, the optimal estimator does not use those values as they donmey any information about the state Our choice of storing
a zero simply reduces some mathematical burden.



The estimat&ky;; is optimal in the sense that it minimizes the error covagan@. given any estimator
xit = f (y; ), wheref is a measurable function, we always have

E[(xe %)Xt  *jt)" ] ¥ X0 Pol Py

Another property of the mean square optimal estimator i$ fa and its errore;; = X; Ry are
uncorrelated, i.eE[e;; ktTjt] = 0. This is a fundamental property since it gives rise to theasspn
principle for the LQG optimal control, which is of the mostdely used tool in control system design
[33] [26].

IV. MINIMUM ERRORCOVARIANCE ESTIMATOR DESIGN

In this section we want to compute the optimal estimator mig Equation (6). First, it is convenient
to de ne the following variables:

Rgn = EXej hiiiny LYo ¥ Xo; Pol
Pan = El(xc  Rign)(Xe  Rign)"§ nitiis LY 101 Xo; Pol
from which it follows that, with a little abuse of notatioRy; = XY, andPy = P{,.

It is also useful to note that at timeghe information available at the estimator site, given by&iapn (5),
can be written as the output of the following system:

Xk+1 = AXg + W (9)
Yier = ClaXest ¥V k=055t 1 (10)
whereC{ = [C, and the random variable§ = [vx are uncorrelated, zero mean white noise with

covarianceR} = E[w (¥)"] = [R. For any xedt this system can be seen as a linear time-varying
system with respect to timk, where the only time-varying elements are the observatiatrismC{ and
measurement noise covariangeg.

We can now state the main theorem of this section:

Theorem 1:Let us consider the stochastic linear system given in Eqost{1)-(2), wherdk > 0. Also
consider the arrival process de ned by Equation (3), anchtean square estimator de ned in Equation (6).
Then we have:

(a) The optimal mean square estimator is giverkgy= ’X{jt where:

Rojo = Xoi Prjo= Po (11)
kf(jk = AR 4k 1t Ky,  CAR, gk 1)y k=150t (12)
K = Plzjk 1CT(CPIEjk CT+R)* (13)
PIE+1jk = APIEjk AT+ Q It<APIEjk 1CT(CPI£jk ,CT+R) 1CPI£jk AT (14)

(b) The optimal estimatoR;;; can be computed iteratively using a buffer of nite lendth if and
only if = | %8k 1,8 k+ N.If this property is satis ed, thery;; = X!, where®! is

tjt tjt
t — At 1 .
R Njt N~ X Njt N° (15)

Ptt N+1jt N = Ptt |\1|+1jt N (16)
Equations (12),(13),(14) k=t N+1;:::;t a7



Proof: (a) Since the information available at the estimator sitenag t is given by the time-varying
linear stochastic system of Equations (9)-(10) , then th#n@ estimator is given by its corresponding
time-varying Kalman lter:

quk = A% ik 1T Ki(yi CrAR| 1k 1)
Kk = Pk C (CiPui G+ RY) !

PIE+1jk = APIEjk AT+ Q APIEjk 1C|t<T (Cliplijk 1C|£T + R}) 1Clt<Plijk AT
kE)jO = Xop; Ple Po

whose derivation can be found in any standard textbook orhastic control [33] [34]. By substituting
Cl,; = L., CandRf = (R into the previous equations and after performing some sicapions® we
obtain optimal estimator Equations (11)-(14).

(b)(=) ) Let us considet > N . If { = | %8k 1,8 k+ N, then alsoP},,;, = P, and

Rijk = ’ijk hold under the same condltlons on the indices. In partictilaplds fork = t N which
implies P! ., v = P/ ! and ®{ \;; v = X N Therefore, it not necessary to compute

t N+1jt N t Njt N*
Pt‘+lJt and®y, at any time stet starting fromk = 1, but it is suf cient to use the valueg; \ Nt N and

Ptt N+Ljt N precomputed at the previous time step 1, as in Equations (15) and (16), and then iterate
Equations Equations (12)-(14) for the latéstobservations.

(( =) Using a contradiction argument suppose that there ekist®r which estimator de ned by

Equations (15)-(17) is optimal. Now consider an arrivalussgge for which { =0 fort=1;:::;N and
1™ =1, and alsoP, > 0. ThenPJ** <P}l which does not satisfy Equatlon (16) for N +1. As

a consequence, the estimator Wlth nite memory buffer carbeoptimal, thus contradicting the initial

hypothesis. [ |

If there is no packet loss and no packet delay, ije= 1;8(k;t), then Equations (11)-(14) reduce
to the standard Kalman lIter equations for a time-invariggstem. However, there are some differences
between the standard Kalman lIter and the optimal Iter whemdom packet delay is allowed.

The rst difference is that the optimal estimator under otaniework jumps between an open loop
estimate when | =0 and closed loop estimate whep=1. In fact, when | = 0 the value stored in the
buffer is not used and the error covariance increases, witiEn | = 1 the observation measurement is
used according to the usual Kalman equations and the ernvariaoce decreases. Therefore, the optimal
estimator and its error covariance are strongly time-vayynd stochastic. Differently, in standard Kalman
ltering the error covariancé®;; and the optimal gaii;, under standard observability and controllability
hypotheses, converge to nite steady-state valilesandK ,; respectively, as time progresses. Moreover,
it is possible to achieve the same steady-state &yoby simply using a constant Iter with the steady-
state gairK; = K, , which is very valuable from a implementation point of viemce it does not require
any on-line matrix inversion.

The second difference is that the standard Kalman Iter dadseed to store all past observations and to
computeRy;; starting fromk = 1, but the optimal estimate can be computed incrementallytdoyng only
the current observatioy, the past state estimafe 1;; 1 and the past error covariangg; ;. Differently,
the optimal estimator subject to random packet delay requihe storing of all past packets and the
inversion of up ta matrices at any time steapo calculate the optimal estimate, as shown in Theorem 1(b).
The optimal estimator can be implemented incrementallp@tiog to Equations (15)-(17) using a buffer
of nite length N only if all successfully received observations have a dslagller thanN time step,
ie. L= [ 58k 1,8 k N (see Fig. 4). This does not mean tiadit packets arrive at the receiver
within N time steps, but only that if a packet arrives then it does iwith time steps In other words,
this is equivalent of stating that the packet delay beloonghé nite set ( 2f0;:::;N 1;1g ;8k 1

3In particular, we employed the fact that the Kalman lter equations candmemlized to the cas® 0 by using pseudoinverse rather
than the inverse in the computation of the posterior error covariance.
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Fig. 4. Optimal estimator for general packet arrival procesedd. (Optimal estimator with nite memaory buffer for packet arrival prgses
with bounded delayright).

The previous condition is rather common in DSNs since theylaadly guarantee correct delivery of all
transmitted packets, while they often implement mechasitmdrop packets that are too old.

Up to this point we made no assumptions on the packet arrn@dgss which can be deterministic,
stochastic or time-varying. However, from an engineerimgspective it is important to determine the
performance of the estimator, which is evaluated based @ertor covarianc@;., ;. If the packet arrival
process is stochastic, then also the error covariance ¢hastic. In this scenario a common performance
metric is the expected error covariance, Ee[P:.1j;], where the expectation is performed with respect
to the arrival process}. However, other metrics can be considered, such as the lphtp#hat the error
covariance exceeds a certain threshold,R[€;.1j: > P max] [35]. In this work we will consider only the
expected error covarianée [Py.1j]. It has been shown in [24] that computiBg[P;.1j:] analytically it is
not possible even for a simple Bernoulli arrival process, amgt upper and lower bounds can be obtained.
Rather than extending those results by trying to bound pmdaoce of the time-varying optimal estimator,
we will focus on Iters with constant gains and with a nite ffar dimension, i.e. we will consider

error covariance at steady-state. The advantage of usimgfartt gains is that it is not necessary to invert
up to N matrices at any time stefy thus making it attractive for on-line applications. Moveq lters
with constant gains are necessarily suboptimal, therdfue® error covariance provides an upper bound
for the error covariance of the true optimal minimum errovartance Iter given by Equations (11)-(14).

V. OPTIMAL ESTIMATION WITH CONSTANT GAINS

In this section we will study minimum error covariance Igewith constant gains under stationary i.i.d
arrival processes.
Assumption:The packet arrival process at the estimator site is statjoaad i.i.d. with the following
probability function:
Pl: hl= (18)

wheret 0, andO h 1lis anon-decreasing ih=0;1;2;:::, and ; was de ned in Equation (4).
Equation (18) corresponds to the probability that a pacasetedh time steps ago has arrived at the

estimator. Obviously, , must be non-increasing sincg = P[{ h 1]+P[{=h]= 1+ P[ = h].
Also, we de ne the packet loss probability as follows:

ss =1 supf njh Og (19)

The arrival process de ned by Equation (18) can be also baelé with respect to the probability density
of packet delay. In fact, by de nition we have[ = 0] = o, P[«x = h] = h 1 forh 1, and
Plk=1]= loss-
Finally, we de ne the maximum delay of arrived packets asoiot:
minfHj 4 = w49 if 9H suchthat ,= 4;8h H

max = 1 otherwise (20)



Fig. 5 shows some typical scenarios that can be modeled uheerevious hypotheses. Scenario (A)
corresponds to a deterministic process where all packetswacessfully delivered to the estimator with
a constant delay. This scenario is typical of wired systedtenario (B) models a DCN that guarantees
delivery of all packets within a nite time window ., but the delay is not deterministic. This is a
common scenario in drive-by-wire systems. Scenario (C)esgrts a DCN which drops packets that
are older than 5« and consequently a fraction.ss > 0 of observations is lost. This scenario is often
encountered in wireless sensor networks. Scenario (Dgsponds to a DCN with no packet loss but with
unbounded random packet delay. One example of such a sceésaiDCN that continues to retransmit
a packet till it is not delivered.

(A)

v
v

v

Fig. 5. Probability function of arrival process, = P[ «  h] for different scenarios: deterministic packet arrival with xed de(@);
bounded random packet delay with no packet loss (B); boundedmapacket delay with packet loss (C); unbounded random packet dela
with no packet loss (D).

In the rest of the paper we will use the following de nition sfability for an estimator.
De nition: Letx; = f (y; ) be a generic estimator, whefrds a measurable function, aegh = X; Xt
and Py, = E[etjtetTjtjyt: <] its error and error covariance, respectively. We say thatesgtimator is mean-

square stable stable if and onlylim,; E[e;] = 0 andE[P;;] M for someM > 0 and for all
[

The previous de nition can be rephrased in terms of the mdmen the estimator error. In fact the
conditions above are equivalentlimy; E[jjeyjj] =0 andE[jjejj?] trace(M).

Let us consider the following constant-gain estimatgr = g, with nite-buffer of dimensionN,
wherex};, is computed as follows:

X kit kK = Ax 4t k 1T t kK « CAX it k 17 k=N 1;:::50 (21)

X Njt N T % hjt N (22)
X'tkj « = Xoi x=0; ¥, =0 (23)
where the last line include some dummy variables necessainjtialize the estimator fot = 1;:::;N

Note that constant-gain estimator structure is very siitathe optimal estimator structure given by
Equation (12) as the estimate is corrected only if the oladienv has arrived, i.e.{ , = 1, otherwise the
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are constant and independenttpfand the computation of the estimatg does not require any on-line
matrix inversion differently fronRy; as indicated by Equations (12)-(14).
We also de ne the following variables that will be useful toadyze the performance of the estimator:

X'tk+1jk = A*qu (24)
et<+1jk = Xk+1 X’}Hljk (25)

IE+1jk = E[e{<+1jke{<T+1jk Iy (26)
ﬁt|<+1j|< = E[eit<+1jke}:+1jk] = E[P] (27)

wheret k 1. From these de nitions we get:

Gk = At Wi Aogge 1t (Ko k( kCxet Vi Coxge 1)

= A( |t(Kt kC)e}(jk 1T Wi |t(AKt k Vk (28)
I£+1jk = A(l kKt kC)IEIEjk 1l Ki kC)TAT + Q+ JAK (RK[ AT (29)
Ptk = kAl KkCPy I KekCYA+(L ¢ )AP AT+ Q+ ( (ATK, «RK[AT(30)

wherel 2 R" " is the identity matrix. To obtained the previous equatiomsemployed independence of
L, Vk, Wk, and e}(jk 1» and the fact that, andw, are zero mean. For ease of notation let us de ne the
following operator:

L (K;P)= A(I KC)P(I KC)TAT+(1 )APAT+Q+ AKRK TAT (31)
If we substitutek = t N tinto Equationt (130), and noting that from Equation (22) folfo that
A N+1jt N — Iﬂtt Nl+1jt n andPy gt N = Py ons1jt N We Obtain:
—t =t 1
Pi ne2jt new = Loy o(Kn 6Py Naaje ) (32)
=t =t
Pikerjt k = L W (KiPy ek 17 k=N 211150 (33)

Observe that Equation (32) and (33) de ne a set of linear rdatestic equations for xed , and Ky.
In particular, if we de neS; = Ptt N1+1jt v » then Equations (32) can be written as

St1 =L 1(KN 1) (34)

Since all matricesﬁ: k+1jt koK = 052217 N 1 can be obtained fronS, it follows that stability of
estimator can be inferred from the properties of the opedatdK; P ). The following theorem provides
these properties:

Theorem 2:Consider the operatdr (K;P ) as de ned in Equation (31). Assume also that 0,
(A;C) is observable(A; Q) is controllable,R > 0, and 0 1. Also consider the following
operator:

(P)= APAT+Q APC T(CPCT+R) CPAT (35)

and the gairKp, = PCT(CPCT™ + R) L.

Then the following statements are true:

@L (KP)= (P)+ A(K Kp)CPCT+R)K Kp)TAT.

(b) L (K;P) (P)=L (Kp;P); 8K

(€ (P1 Pp)=) (P1) (P2) .

(1 23  (P)  (P); 8P,

(e) If there exist? such thatP = L (K;P ), thenP > 0 and it is unique. Consequently this is
true also forKk = Kp , whereP = (P ).

M If (. ») and there exisP,; P, such that?, = ,(P;) andP, = ,(P,), thenP; P,.
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(9) LetS+1 = L (K;Sy) andSy, 0. If S =L (K;S ) has a solution, thetimy; S = S,
otherwise the sequen& is unbounded.

(h) If there existsS ;K such thatS = L (K;S ), thenalsoP = (P ) exists andP S.
(i) If A is strictly stable, thei? = (P ) has always a solution. Otherwise, there exissuch that
P = (P )hasasolution ifand only if> .. AlSO in c max » where min =1 ;

max = 1 max—jjz’ andj 'j 1 are the unstable eigenvalues Af In particular . =, if

rank(C) =1, and .= qax If C is square and invertible.

() The critical probability . and the xed pointP = (P ) for > . can be obtained as the
solutions of the following semi-de nite programming (SDBjoblems: . = inff j (Y;Z) >
0;0 Y |I;forsomeZ;Y 2 R" "g, andP =argmaxftraceP)j (P) O;P 0g where:

2 Y p_(YA+ ZC) PT—va
(Y;2) = I[;AOY + C%Z9 Y 0 S (36)
A OY 0 Y
P) ,%PAO P apco (37)

CPA° CPC°+R

(K) If there existP > 0 andK such thatP = L (K;P ), then the matrixA. = A(l KC ) is
strictly stable.
Proof: Some of these statements can be found in [24] or can be dexigad similar lines, therefore
only a brief sketch is reported here for those ones.

(a) This fact can be veri ed by direct substitution

(b) This statement follows from previous fact ad (K Kp)(CPCT + R)(K Kp)TAT 0.

(c) From previous fact (P;)= L (Kp;;P1) L (Kp;P2) L (Kp,;P2) = (Po).

(d) From Equation (35) we have ,(P) ,(P)= (1 2APCT(CPC"+R) ICPAT O

(e) Uniqueness and strictly positive de nitenesshf follows from the assumption thg®\; Q™) is
controllable [24].

(f) ConsiderPy; =  (Py) and S+ = ,(St) wherePy = Sy = 0. From fact (c) and (e) it follows
thatP; S;. AlsoP; P, andS; P,, thereforelimy; Py =P, limy; S =S, andP S. From
fact (e) it follows thatP = P, andS = P,, and thusP, P,

(g-h) Let considerPy,; = (Py) and S+ = L (K;Sy) wherePy = Sy = 0. From fact (c) and
monotonicity of operatoL. (K;P ) with respect toP we haveP;.; Pt, Ste1 S, andP; S
S for all t. Since both sequences are monotonically increasing anddeot) thenlimy; P;= P,
imy;, S=S,P=  (P),S=1L (K;S),andP S. From fact (e) it follows thatP = P and
S =S . A complete proof for convergence from any initial conditican be obtained along the lines of
Theorem 1 in [24], thus it is not reported here.

(i) The proof for existence of a critical probability. was given in [24] and it is based on observability
of (A; C) and monotonicity of (P) with respect to . The proof for . = n whenrank(C) =1 can
be found in [37][23] although it was not explicitly derivedrfthe operator . The proof for .= qax
whenC is square and invertible was rst proved in [38].

()) The proof can be found in [24].

(k) Let us consider the linear operatr(P) = A (I KC)P(I KC)TAT+(1 )APAT. Clearly
L (K;P)= F(P)+ D, whereD = Q+ AKRK TAT 0. Consider the sequenc€sp = L (Kp ;S),
Ti+1 = L (Kp ;Ty) with initial condition So = 0, then T, 0. Note thatS; = t 1 F¥(D) and
T.= FY(To)+ .o F¥(D)fort 1, wherewedene°(D)= D andF¥*'(D)= F F I‘(D) Therefore
FY(To)= T; S;. From fact (g) it followslimy; S; =limy; Ty = P, thereforelimy; F'(Tp) =0
for all Ty 0O, i.e. the linear operatoF () is strictly stable. Now consider the systefn = A(l
KC ). The system is strictly stable if and only Iifnt.l Alxo = 0, for all xo. This is equivalent to
limys  Alxexd (Al = G(Xo) = 0, where Xy = XoX{ 0 and G'(Xo) = ALXo(Al)'. Note that
G(Xg) = AXoAT  2AX o(AKC)T + 2AKCX o(AKC)T = F(Xo) + ( 1)AKCX o(AKC)T
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F(Xo) since ( 1)AKCX o(AKC)T 0. Since we just proved théiim,; F!(Xo) =0 forall X, 0,
then alsoimy;  G(Xo) F '(Xo) =0 for Xo = XoX{, i.e. the systend\; is strictly stable. [ ]

The previous theorem provides all tools necessary to aeadyrl design the optimal estimator with
constant gains. In particular, fact (g) indicates that thestant gairK that minimizes the steady state
error covarianceP can be derived from the unique xed point of the nonlinear rapar , where
K = Kp . If the optimal gainK is used, then the expected error covariance converges tegardless
of the initial conditions(Pg; Xo), as follows from fact (f). Fact (i) shows that if the systé&mis unstable
the arrival probability needs to be suf ciently large to ensure stability, and tlnat ¢ritical value . is
a function of the unstable eigenvalues Af Finally, although . and the the xed poinP = (P )
cannot be computed analytically, from fact (j) follows thizy can be computed ef ciently using numerical
optimization tools. Finally fact (k) will be used to show thathe error covariance is bounded then the
estimator is asymptotically strictly stable, thereforémeator stability reduces to niteness of steady state
error covariance.

The following theorem shows how compute the optimal estimatith constant gains.

Theorem 3:Let us consider the stochastic linear system given in Egnat(1)-(2), whergA;C) is
observable(A; Q¥?) is controllable, andR > 0. Also consider the arrival process de ned by Equa-
tions (18)-(20), and the set of estimators with constanbhgbK (gt_, de ned in Equations (21)-(23).
If A is not strictly stable and oss 1 o, Where . is de ned in Theorem 2(j), then there exist no
stable estimator with constant gains. OtherwiseNesuch that y > . and consider the optimal gains
fKY g, de ned as follows:

KY = vNcT(cvNcT+R) % k=0;:::;N (38)
Wi = v (1) (39)
VY = (V) k=N 1:::;0 (40)

Also considerﬁf(+ljk as de ned in Equation (27), thelimy; P: k+1jt k = Vi, independently of initial
conditions(Pg; Xo). For any other choice of gairfK gt., for which the following equations exist:

TN = L, (KnTR) (41)
TS = L, (KoTh): k=N 1:::;0 (42)

thenlimuys Py 1 « = T, andV¥ TN fork=0;:::5;N. Also V'™t V. Finally, if max < 1,
thenVy' =V, for all N max -

Proof: First we prove by contradiction that there is no stable estimwith constant gains i4\ is not
strictly stableand pss 1 .. Suppose such an estimator eX|sts l.e. there &kisindf Kkg ! such
thatPtJt is bounded for alk. SlncePt+1Jt = APtJtAT + Q also Pt+lJt must be bounded for atl From
Equations (32) and (33) it follows th@tt+lJt is bounded if and only |f—>t ke1jt kK fOrk=0;::;N lare

bounded for alt. Therefore, since the bounded sequeBice P : n+1jt N N€eds to satisfy Equatlon (34),
from Theorem 2(g) follows tha® =L , ,(Kn 1;S ) has a solution. From Theorem 2(h) follows that
alsoP = | (P ) has a solution. However, by hypothesig 1 supf ,jh 0g=1 loss c
Consequently, according to Theorem 2R),=  ,(P ) cannot have a solution, which contradicts the
hypothesis that a stable estimator exists.

Consider now the case whéhis such that y > .. From Theorem 2(h) it follows that Equatlons (38)-
(40) are well de ned and have a solution. From Theorem 2(dplibws thatlimy; P, kmt K = VY

for the optimal gain§ K N g\, andlim; P, k1jt k = Ty When using generic gairf& gi_,". From
Theorem 2(h) it follows thatv! ;,  TX ;. From Theorem 2(c) we hawg! , = | (V' )

IINk2(|(<)N 2 I\TN l)1 L, L(Kn 2T 1) = T ,. Inductively, it is easy to show thatN TN for
alk=0: - _
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Now we want to show thavy'**  V]N. From Theorem 2(f) and the property; +1 n follow also

that V't = (WLE VN = (VN) Thereforevy' ™t = (W1 L) = VY and
inductively VkN VN for all k = N;:::; 0 which proves the statement.
Finally, if nax is nite, then = forallk  qa.AssumeN > ., thenV{ = (V)=
1(VNN) = W', = WY ) = v D) =W = = VN = max (VN ). Since
V mex = o (V m) then by Theorem 2(e) we have thﬁtmax = VN Accordlng to Equatlon (40)
we also havev, ™ = VN for k = ma;:::;0, which concludes the theorem [ |

The previous theorems shows that the optimal gains can kmenebt by nding the xed point of a
modi ed algebraic Ricatti Equation (39) and then iteratiNgtime an operator with the same structure
but with different . The theorem also demonstrates that a stable estimatorcertetant gains exists
if and only if the optimal estimator with constant gains &xigherefore the optimal estimator design
implicitly solves the problem of existence of stable estions. If the system to be estimated is unstable,
then the estimator is stable if and only if the packet losdabdity .55 is suf ciently small. This is a
remarkable result since it implies that stability of estiara does not depend on the packet delgy, as
long as most most of the packets eventually arrive. Anotimgrortant result is that the performance of
the estimator, i.e. its steady state error covaridimg; Pi.1jt = lim ¢ E[eHljteLljt] = VX', improves
as the buffer lengtiN is increased. However, if the maximum packet delay is niggx < 1 , then the
performance of the estimator does not improveMor .. This is consistent with Theorem 1(b) since
if a measurement packet has not arrived withix time steps after it was sampled, then it will never
arrive and it is useless to wait longer.

From a practical perspective, the designer can evaluatgdteoff between the estimator performance
V4! and buffer lengthN which is directly related to computational requirements. tfiis respect, the
following theorem provides some useful bounds on the ulgredormance achievable with an estimator
with constant gains:

Theorem 4:Let A strictly stable or ,ss < 1 . otherwise. Let the sequensd’ with respect taN

be de ned as in Theorem 3, whed Npin =minfNj y > .gif Ais unstable, oN 0 otherwise.
Also consider the sequen@ﬁ‘ de ned similarly to VN but for the following modi ed arrival statistic

M= k=0;:::;N land |} =supf njh 0Og;k N. ThenVJ' is a monotonically decreasing
sequence an8)) is a monotonically increasing sequence. Also there efdstsuch that
Sy P VJ'; 8N N (43)
P = '\||Iq1 Sy = hIlllrln A (44)

Finally, if max < 1 ,thenP = V™ = Sy .

Proof: From assumption joss < 1 c it follows that N, is well de ned and exists. From
Theorem 3 it also follows that andS) are well de ned and exist. Sindé)' is monotonically decreasing
and bounded from beIoWoN O thenlimy;; VN =V . Since | n, from Theorem 2(f) we have

thatSYy V', and since ! = ;k= N 1;:::;0 we inductively haveS) V. Moreover since

by de niton N = N =1 s, thenSy = Sk,‘j% Also by de nition J*' = N therefore

SNt = = (S,’\\,'+l) = wa(SY) v (SV) = S\ where we used Theorem 2(d). Once again, since
N= Nk = 1;::::0 mductlvely it follows thatS'**  S). Therefore the sequend&) g is

monotonically increasmg and bounded from above ssgfe VONmin N Npmin, from which it follows
thatlimyy, S) = S . SinceS)! > 0for all N, then alsdS > 0. Now it is left to prove thaS = V . If
max < 1, this is trivial sinceS)) = V¥ = P ;N max - Otherwise if nax = 1 note thatS) andVy
are continuous function of the sequende$ gi_, andf g}, , respectively. Sincéimyy f Ngi, =

f «Oi=, With respect to any norm de ned on sequences, for exaijjpledi_,jj = supf «jk 0Og, then

by continuity alsolimy;,  SY =limyi1  Vg' = P which concludes the theorem. [ |
The positive de nite matrixP de ned in the previous theorem correspond to the ultimateitliof
performance of any estimator with constant gains, i.e. itas possible to reduce the steady state error
covariance below? when using only constant gains. This is useful since thegdesican evaluate the loss
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of performance when using an estimator with a short bufferN < ax, Which is more advantageous
from computational point of view. The theorem also providesool to computeP to any arbitrary
precision when nax = 1 . In fact, we havevy' P Vg s = PN Oforall N, where PN
can be easily computed and has the propknty PN =0.

VI. OPTIMAL ESTIMATION WITH CO-LOCATED SMART SENSORS

In this section we describe an alternative coding at the ®elogation which improves the overall
performance of the estimator at the receiver side. Thisreehwas independently proposed in [39] and
[27] where it was suggested to compute and transmit the sstiimate rather than the raw measurement.
As will be shown shortly, this approach gives an estimatothva better performance, however it is
applicable only if some computational resources are availan the sensor, commonly known as “smart
sensor”, and when all entries of the observation vegt@re collected from sensors which are co-located.
For example, this scenario is rarely the case in applicatronning over sensor networks where sensors
are distributed and have very limited computation resaif86]. Nonetheless, this scheme is useful per
se since it provides a computable lower bound for the peroca of the optimal time-varying lIter
proposed in Section IV.

DECODER
ESTIMATOR

PLANT+ ENCODER
—_ SENSOR ESTIMATOR

Digital
Communication
Network

Fig. 6. Smart sensor with state estimator at encoder site before traimmiss

Rather than sensing the raw measuremgntsver the DCN the sensor compute the optimal state
estimate as follows:

RE = AR+ KE(yr ART ) (45)
K¢ = PECT(CPECT+R) ! (46)
PS, = APPAT+Q APSCT(CPSC™ + R) 'CPEAT = 4(P) (47)
Ps = Po; %§= Xo (48)

These are the equations for the standard Kalman lIter, he.rhinimum error covariance estimawft =
E[X¢jVyi; i1 y1] whose estimation erra = Xi+;  AR{ has covarianceo\€) = E[ef‘ef"T IYi;iiyl =
PE&. The state estimate computed by the sensor encoder is tesntitted over the DCN to the decoder
estimator. Using the same notation of Equation (5) the valaeed at the buffer can be written as follows:

Y= Rk (49)

Let us de ne the delay of the most recent packet arrived atilduoder estimatoras =t maxfkj | =1g
if 9 { =1, or =t otherwise. The estimate of current state at the decodesnzﬂaslifkgj Is computed as
follows:

(50)

Note that the decoder estimate is equivale®te E[x;jy; ,;:::;yi]andthattheits err@ = x;;  ARY

Rl = Aty = AR

t

co el) = E[e'ef jyi iinyal= b (Bl & jye crnva= b (RS )= b 1 (Po);
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where the superscript of "(P) indicates (P) composedn-times. Therefore, the decoder
estimator error at any time stdpis equivalent to the optimal estimator that one would obiéiall
observations up to time were successfully delivered. This estimation architeciarsuperior to the
estimation architecture proposed in Section 1V, in fact gstimator obtained in Theorem 1 has error
covarianceco(Xw1  ARy,) = Pfy ., wherePy,,, is given by Equations (13)-(14) and can be written
as:

Pie = ¢ 0 1(Po)
= o' o« i (P
o ', it 1(Po)
o ' 1 it 1(Po)
= 5! 1' (Po)
= co\e)
where we used the facts = 0 for k > , | 1 for k ¢, and Theorem 2(d). Therefore, the

error covariance of the estimator proposed in this seci@maller than the error covariance of estimator
proposed in Section IV. We can summarize the previous résuhe following theorem:

Theorem 5:Let us consider the stochastic linear system given in Egnat{1)-(2), wherdk > 0. Also
consider the packet arrival process de ned by Equation I(8).8{ = ’X{jt the optimal estimator given by
Equations (11)-(14) when raw measuremeytsre transmitted over the network. L#{ the estimator
given by Equation (50) where the state estim&tede ned by Equations (45)-(48) is pre-computed by
the sensor and then transmitted over the network. Then timaag®n error covariance af; is always

smaller than the estimation error covariancerffi.e.
cox; RY)  coux, %)); 8t

Besides having a better performance, the estimator propwsedis section requires very limited
computational requirements at the receiver side, in fastifites to store the most recent packet arrived
at the receiver and then to compute the best state estimategrant time by pre-multiplying the packet
data with a matrix which depend on the packet delay. More@&ifor the estimator of Section IV, also
the estimator based on co-located smart sensors does nireragy statistical a-priori knowledge of the
arrival process.

However, if the packet arrival statistics are stationarg aid, then it is possible to give stability criteria
and to compute the expected error covariance as shown irollogving theorem:

Theorem 6:Let us consider the stochastic linear system given in Eqoat{(1)-(2), whergA;C) is
observable(A; Q*?) is controllable, andR > 0. Also consider the arrival process de ned by Equa-
tions (18)-(20), and the estimator architecture given bydfigns (45)-(50). Then the estimator is stable
if and only if A is stable, or |oss < m where .. (A) is the largest eigenvalue of the matix

If the estimator is stable then the covariance of the estimatrror de ned asetd = Xis Axf' has the
following property:

lim Eleled’ | = D = lim DY (51)
where the matrixXD}) is computed as follows:
Dy = (I nADRAT+(1 n)Q+ PP (52)
DY = (1 WADN,AT+@A )Q+ Pf; k=N 1:::;0 (53)
andPy is the unique positive de nite solution of the Ricatti EquatiPy = (P7). If qnax < 1, then

D! = D, = DY, for all N max -
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Proof: The proof follows along the same lines of Theorems 1 and 3.uketonsider the following
estimator:

t _ t t 1 t s
X njp v = (@ £ NAX N gt n 1t o nR N
t — t t . _ Nl e
Xp ke k = (1 tk)Athljtkl+ kR k=N 1:::50
t — . S —

It should be clear that by COI‘]SthCtI@lﬁ = x{lt if and only if N . If N < nax, then the estimator

2¢ cannot be optimal. Let us consider the estimator error de ase}(ﬂ]k = Xke1  AXy, that can be
ertten as:

Bk = Xk A (L DAX g1t KRk T D0k AAX T )t k(e ARR)
1 DA AX T 1)"‘ W) + |t<e§ =@ Ii)(Aekjk 1t W)+ 6

Pineje v = (4 ¢ (AP S Njt N AT+HQ)+ [ (P
Pl k = U (AP o « AT+ Q)+ [ (PS; k=N 1:::;0
Ptkj k = PO, tk:O

The error covarianc®y,, ;, is then stochastic and depends on the arrival sequence.vdowince it is

linear in the arrival sequencg, it is possible to compute the expected error covaridi[agﬂjk] = #9,§+1jk
as follows:

Ibtt N+1jt N — (1 N)AFbtt ,ﬁ,t N 1AT +(1 N)Q+ NPy
Fbtt k+1jt k = (1 k)Albt kit k 1AT + (1 k)Q + thS K k=N 1; L ;0

Sincelim Pt « = P£ whereP? = 1(P7), thenlimt,l Ii‘f'tt Nt N T DR exists and it is nite if
and only if nA is stable, ie. 1 Nj 4 (A)j < 1 This is equivalent to y > 1 .;

ax (A)j%”
Such y exists if and only if joss < W If this condition holds then Equations (52) (53) follow.

Also it is simple to show thatD{) g3, -, is a decreasing function ™ and bounded from below, therefore
limy, D) = D!. Moreover, sinceE[efel | = lim y Ibttﬂjt, then it followslim,, E[efe!" 1= D! .
Following Theorem 3, it is easy to show that jfax < 1 , thenD? = D™ = DY, for all N max »
which concludes the theorem. [ |

The previous theorem shows that performance of the smarhabpeéstimator under the assumption of
i.i.d. packet arrival process, can be obtained by solvirg lijiapunov Equation (52) and then iterating
N = a linear equations (53), ifnax is nite. Otherwise if . = 1 , thenD? cannot be computed
exactly, however upper and lower bounds can be obtainedasiynto Theorem 4.

VII. NUMERICAL EXAMPLES

In this sections we illustrate the use of the tools developethe previous sections with the aid of
some numerical examples.
Let us consider the following probability function of patidelay:

0:05h; h=0;:::;15

h= 075 h> 15 (54)

which is depicted in Fig. 7.
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Fig. 7. Probability function of packet delay for different scenariod aritical probability for dynamical systems (55).

Let us consider the following discrete time system:

1:001 Q05 0O O

A= 905 1001 ¢ CTL1 0k R=00L Q= 4 g1
which corresponds to the discretization with sampling geemT = 0:05 of the continuous time sys-
temx x = 0. This system has one stable pole and one unstable pole, aisdtlie model for
the discrete time dynamics of an inverted pendulum. Therelisctime eigenvalues of the matri
are eig(A) = (1:05;0:95), which give the critical probability . = 1  1=1:0% = 0:095 as stated in
Theorem 2(i). According to Theorem 3 and 6 the estimator ablstif and only if N 2, in fact

1=0:05< . and ,=0:01> c-

The trace of the covariance of the estimator error with @mtsgains,VJ', and the estimator error for
smart sensord)}) are shown in Fig. 8. As mentioned in Section IV, the error ciavece for time-varying
optimal estimator of Theorem 1 cannot be computed expliitit it is upperbounded and lowerbounded
by V' and byD}), respectively. It is interesting to compare the perforneant these estimators with
the error covarianc®; = ;(P;), shown in the same gure, corresponding to the ideal casenwhe
there is no packet loss and no delay, since this gives an ifldeealegradation due the communication
network. It is also relevant to evaluate the performance rofeatimator with constant gains designed
without exploiting the prior knowledge about the packeivalrstatistics. A natural choice is to use the
standard Kalman gaik$ = PECT(CPECT + R) 1, i.e. Ky = K&;k = 0;:::;N rather than the
optimal constant gaink ! de ned in Theorem 3. The corresponding expected error ¢anee T)' can
be obtained by Equations (41)-(42) and it is shown in Fig.@nkthis example it is clear that the tools
developed in this paper can help to substantially reduceddgegadation of performance when statistics
of packet arrival are available.

Now, we illustrate how these tools can be also used to contparelifferent communication protocols.
Let us consider a protocol giving rise to arrival statistddsEquation (54) and a protocol giving rise to
the following arrival statistics:

(55)

(2)3% h=0;:::;10

" 1, h>10 (56)
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Fig. 8. Trace of the steady state error covariance for the optimal estimétoconstant gains\g' ), for the optimal estimator with a smart
sensor DY ). The horizontal linePf corresponds to the trace of the error covariance in the ideal scenihianerdelay and no packet
loss, i.e. n =1 for all h, while T is the actual steady state error when using the Kalman §4in The error covariancegy' ;DY are
unbounded foN < 2, while the covarianc®; is unbounded foN < 4, and they are all cosnstant constant for  max = 15.

for which o« = 10, and it is graphically shown in Fig. 7. These two protocoks substantially different:
the rst protocol has larger packet delivery with small delbut also larger overall packet loss than the rst
protocol, therefore it is dif cult to evaluate which one igtber suited for a real-time control application.
In Fig. 9 it is shown the trace of the error covarianég for the two protocols with respect to the system
dynamics of Equation (55). For a buffer with a short memomy ttst protocol performs better, but for
a buffer of lengthN = 10 the second protocol starts performing better as the largekagt delivery
can compensate for a larger delay of arrived packets. Ifebuéfngth is further increased, then the rst
protocol returns to perform better. This example clearlgvghhow optimal estimation design can be used
to evaluate and compare the performance of different congation protocols with respect to a speci c
real-time application, which currently it is based only auhistics and designer experience, and therefore
prone to errors.

VIII. CONCLUSIONS

In this work we proposed a framework to optimally design andlyze the performance of estimators
in networked control system subject to simultaneous rangacket delay and packet dropped. We showed
that the optimal estimator is time-varying, stochastia dnes not depend on the speci ¢ communication
protocols adopted as long as measurements are time-staangethn be re-ordered at the estimator site.
Also two alternative optimal estimator designs based orte nhemory buffers and constant gains were
described and it was shown that if packet arrival is i.i.Hert the estimators are mean square stable if
and only if the packet loss probability is below a criticalue Therefore, implicitly we also provided
necessary and suf cient conditions about existence oflstabtimators. Finally, we presented numerical
algorithms for the computation of the expected estimatosrezovariance of all the proposed estimators.

The tools developed in this paper are useful both from a obsystem design perspective and from
a communication design perspective. In fact, from a conperispective they can help to evaluate the
tradeoffs between performance (error covariance), memeapyirements (buffer length), and the hardware
complexity (“smart” sensor). In particular, the knowledge the packet arrival statistics can be used
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Fig. 9. Trace of the steady state error covariance for the optimal estimitto constant gains\({J' ) for two different communication
protocols whose packet arrival statistics is given by Equations (5d)36).

to nd the optimal constant gainsK Y g, and thus improving performance. From a communication
perspective, these tools can be used to aid communicatiotoqml design for real-time applications.
In fact, as mentioned in Section |, when designing commuiaicgorotocols, in particular for wireless
systems, there is tradeoff between packet loss and packey. d& the moment, the choice between
favoring reduction of overall packet delay or reduction atket loss is based on heuristics and experience,
and it is not tailored to the speci c real-time applicatiofifhierefore, being able to quantitatively measure
performance of different protocols can improve cross4lagsign of complex networked control systems.

A possible future avenue of research is the extension ofwbik to the design of optimal LQG-like
controller design. This is not a trivial step as many impar@assumptions in standard LQG control, like
the separation principle, do not always hold for NCSs [26]other research direction is the application
of these tools to real-time control applications in wirglegnsor networks. A preliminary attempt has
already been successfully applied to multiple target iragkd], but extensive experimental work is still
needed.
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