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0 Protocols and interfaces
o Theory, Simulation, Implementation
o Highly scalable
O Easy data access
O Robustness and security

0 Performance optimization
O Low energy consumption
O Energy harvesting
O Real time features
O Data redundancy and consistency
0 Optimization of the hardware and software
O Lower devices cost
O Lower maintenance costs

loT: sw&hw

Mote information
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Power state: ON

Software

Software: InitC - Version: 1306335854

Software owner: demo
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[Ref] F. Boccardi, R. W. Heath, A. Lozano, T. L. Marzetta, and P. Popovski, “Five Disruptive Technology Directions for 5G”,
IEEE Communications Magazine, February 2014.
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0 M2M devices generate traffics of the following
types

0 Periodic: smart metering application
O Event-driven: emergency event report

1 Continuous: surveillance camera

0 Large volume of different types of traffic at core
network

0 Guarantee of diverse QoS traffic requirements

o Reliability of both human-to-human and M2M traffic
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o high-speed systems built from information-theoretic

principles with smail control info and Youlilin
L
L
o M2M require short data packets ] B
from massive number of devices B

each transmitting sporadically m
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0 24-fold traffic growth global M2M traffic
from 2012 to 2017 />
O 4.6-fold growth of M2M //
Hsubscriptions 200

0 from 369 million in 2012 /
to 1,7 billion in 2017 200 //
100 // © CISCO Visual Networkin ll? IoX.

O M2M traffic will account foro
approximately 5 % of
overall mobile traffic in

2017
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v Low-power
wireless
transmitters

v Wireless sensors

v" Management systems

Components

ssssss

eeeeeeeee

eeeeeeee

\\\\\\\\\\\

v Services

Internet of Things - Wel

PCdrivers.es

Algorithms
and

communication

protocols
10



= DIPARTIMENTO

— DIINGEGNERI What is “constrained”

— DELLINFORMAZIONE

Scaling Networks

aasa -3
\ y
|
\
\ -
\ N

Limited —
Processing

Low Bandwidth

Battery Powered

11



= DIPARTIMENTO

—  DIINGEGNERA Three main CIppI‘OCICheS

== DELLINFORMAZIONE

0 Short range multi-hop
O ZigBee
0 WiFi low energy

O Bluetooth low energy

0 Cellular Lol
o UMTS/3G
o LTE
o 5G (222) L

0 Medium/long range proprietary technologies
O Semtech LoRa

o SigFox l
o Neul H
),
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Bluetooth
802.15.4 720 kops
Zigbee
S|gF 250 kbps
emTech LoRe Data rate

0.1Mbit/s  1Mbit/s  10Mbit/s 100Mbit/s




14

SHORT RANGE:
802.15.4 & ZIGBEE
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IEEE 802 LAN/MAN Standards Committee

802.1 802.11 802.15 802.17
Higher Layer =~ Wireless Local = Wireless Personal _  Resilient
LAN Protocols Area Network Area Network Packet Ring
Working Group Working Group Working Group Working
Group

~

TG1 TG2 TG3 TG4
WPAN/Bluetooth Coexistence = WPAN High Rate WPAN Low Rate
Task Group Task Group Task Group Task Group
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monitors EDE TV
Sensors — = VCR
automation DVD/CD
control CONSUMER remote
ELECTRONICS

ZigBee
LOW DATA-RATE
RADIO DEVICES

consoles - HVAC*

portables TOYS & HOME lighting
ational

educ GAMES AUTOMATION closures

*HVAC: Heating, Ventilation and Air Conditioning systems 16
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0 ZigBee Home Automation

0 ZigBee Smart Energy 3.0

0 ZigBee Telecommunication Services
0 ZigBee Health Care

0 ZigBee Remote Control

17
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O Transmission

0 3 Frequencies bands (ISM) with 27 channels

0 Data rates of 20 kbps and up to 250 kbps
0 CSMA-CA Channel Access

0 Topology
0 Star or Peer-to-Peer/Mesh networks
0 Advantages

o Support for Low Latency Devices

0 Extremely low duty-cycle (<0.1%)

® Low Power Usage consumption

18



19

ZIGBEE PHY: IEEE 802.15.4



= DIPARTIMENTO

— DIINGEGNERIA IEEE 802.] 5.4

— DELLINFORMAZIONE

0 IEEE 802.15.4 standard was created specifically for
control and sensor networks

0 Intended for 2.45 GHz , 868 MHz and 915 MHz
Band

0 Relatively low bitrates

0 250Kbps for 2.45Ghz, 40 Kbps 215Mhz, 20Kbps for
868Mhz band

O Low in cost, complexity & power consumption as
compared to competing technologies

0 Intended to network inexpensive devices

20
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igher bitrates and worldwide spectrum availability

2.40-2.48 GHz 16 Worldwide 250 kbit/s
902-928 MHz 10 Americas 40,250 kbit/s
868.0-868.6 MHz 1 Europe 20,100 kbit /s

Better coverage ranges

21
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0 The 802.15.4 makes use of Direct Sequence Spread
Spectrum (DSSS) modulation

Original Wave

Amplitude

----------------------------------------------------------

Wave after DSSS

Frequency
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0 Full function device (FFD)
O Any topology
O Network coordinator capable
O Talks to any other device
o Capable to act as network coordinator and as end-device
o Consume more energy
0 Reduced function device (RFD)
O Limited to star topology
Cannot become a network coordinator
Talks only to a network coordinator
Very simple implementation
Requires little memory, processing and power resource

E.g., sensor nodes, actuators, ....

23
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802.15.4 MAC STRUCTURE
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structure
0 Superframe structure

o standard allows for the optional use of a superframe
structure

0 The format of the superframe is defined by the
coordinator

0 The superframe is bounded by network beacons sent by

the coordinator and is divided into 16 equally sized
slots

Frame Beacons

S

Contentlon ,
Access Penod

time
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0 Optionally, the superframe can have an active and
an inactive portion

0 During the inactive portion, the coordinator may enter a
low-power mode

O ZigBee nodes only takes 15ms to wake up from sleep
mode

/ Frame Beacons\

Inactive Period
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cycle
0 An active portion can be divided into the

CAP(Contention Access Period) and CFP(Contention
Free Period).

/ S \

j CAP I CFP Inactive I
»

Superframe structure time
I active Inactive ‘ active Inactive l aclive Inactive
- - - = —p
dle idle idle
Duty cycle

Figure 3. Superframe structure and duty cycle
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802.15.4 TOPOLOGIES
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= oo Star topology

0 Network is simple in set up and deployment

0 Data forwarding is possible only by coordinator
(two-hop only)

0 Coverage area is limited by one-hop transmission
range (tens of meters indoor) O
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0 Data frames can be delivered via several
intermediate node

0 Large spatial areas can be covered buy a single
network

0 Nodes need to be always on or keep time
coordination (out of standard scopel) O

0 Complex packet routing algorithm is reO*red -

_ O Coordinator

K
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O PAN coordinator
@ Coordinator
© Device

Image from: http://electronicdesign.com/content/content/62518/62518-fig4.jpg
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@igBee Coordinator T ‘ o @
‘ZigBee Router/FFD )
@ ZigBee RFD
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Contention-based Random Access
hrocedure in LTE

UE

eNodeB Core Network

Synchronize to
downlink timing
(from cell search)

Message 1 - Preamble Transmission

[P] q

Adjust

timing

Message 2 - Random Access Response
[TA, PUSCH resources, (BCK)]

uplink

Message 3 - Connection Request
[RRC]

Message 4 - Contention Resolution

Only if UE is not known in eNodeB
(initial random access)

[mobile ID]

g
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UE, UE, eNodeB
Synchronize to Synchronize to
downlink timing downlink timing
(from cell search) (from cell search)
Message 1 - Preamble [P] [P o
Transmission = collision
Wait for a Wait for a
random backoff = random backoff
interval interval
Message 1 - Preamble [P.]
Transmission
Message 1 - Preamble [P]
Transmission -
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UE, UE, eNodeB

Synchronize to Synchronize to
downlink timing downlink timing
(from cell search) (from cell search)

Message 1 - Preamble [P] [P '
Transmission UE, is captured

[TA,, PUSCH resources, (BCK)]

Message 2 - Random
[TA,, PUSCH resources, (BCK)] Access Response

A

Adjust uplink Adjust uplink

timing timing
Message 3 - Connection [RRC] _
Request [RRC] X collision
Wait for a Wait for a

random backoff = random backoff

Message 1 - Preamble [Py]
Transmission ”
Message 1 - Preamble [P] iy
Transmission -
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O Pros
O Long range

O Almost ubiquitous coverage

0 Well-established technology

0 Easy integration with rest of the world
0 Cons

0 Costs

m Terminal hardware costs are tens of dollars rather than the one or two
dollar price point

® Subscription costs are high rather than a few dollars per year
O Energy efficiency

m Battery life cannot be extended much beyond a month
O Architectural limits

® GSM based networks are often ill-suited to the short message sizes typical
in loT use cases

m Significant overheads associated with signaling in order to move terminals
from passive to active states

37
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0 Developed by Semtech Corporation (USA)

0O Transmission

O Proprietary modulation technique based on spread spectrum as well as
an adaptive rate adaptation technique

m TX rate from 0.3 to 37.5 kbit /s

0 868 MHz & 915 MHz bands for European and USA operations as well
as on 169 MHz band for smart metering systems

0 Indoor/urban areas coverage of about 2 km and reaching 15 km in
outdoor, rural areas

0 Topology

O long-range star=> peripheral nodes directly connected to a LoRa
concentrator

O Every node selects the rate and modulation which best fit its distance
from the gateway, optimizing the network capacity and the battery
lifetime
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0 Company providing global cellular connectivity for the loT,
headquartered in France

0 Collaborating with ETSI for the standardization of low throughput
networks

O Transmission
O Patented radio technology based on Ultra Narrow Band (UNB)
O ISM bands, 868 MHz — 902 MHz in EU/USA

O Each base station can handle up to a million connected objects, with a
coverage area of 30-50 km in rural areas and 3-10~ m in urban areas

0 Able to manage up to 140 daily messages per node, each message

carrying a payload of 12 bytes, and a wireless throughput up to 100
bit /s

0 Topology

o Star, default communication: device to base station
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0 Promoted by Weightless SIG: a non-profit global standards
organisation formed to coordinate the activities needed to deliver

Weightless standards
0 Open Standard!

O Transmission
O 868MHz in Europe, 21 5MHz in the US
o Bidirectional (half-duplex mode)
0O Ubiquitous coverage: 5km urban, more in a rural setting
O TX rates from a few bit/s up to 100 kbit/s = 10 years battery life

0 Advantages
O starlong battery life: 10—15 years, depending on the use case;

O ultra-low endpoint cost, due to the simple protocol design and highly
integrated silicon;
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ABOVE THE HARDWARE



® Constrained loT
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o Endless applications in the loT o
domain

o Embedded low cost and low power
devices

[
[l

0h ~— [l

0>

TRe— [
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o Current practice is stove pipe
solution

o single device — single application

o Transformation needed S
o application independent devices = =

o many-to-many \\ I 7/ ;

o |IP and the Web Paradigm paves the
way to hide and avoid complexity ( ;
and to provide simpler lower cost
solutions
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0 Today -

on smal

Constrained but still Internet

a complete IP based Web stack can be run
devices with microcontrollers

T
A

\ 48 kB of Flash
8 kB of RAM

Resources

/temp /light /switch

UDP

IPvé

6LoWPAN

IEEE

_ 802.15.4 BTLE PLC DECT
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O The Internet of Things will be powered by Web technology

O Technology from the IETF

o Constrained Application Protocol (CoAP)
O Web Linking

O Resource Directory

Facility Security
Asset Management Monitoring Energy
Management Management

O Security

0 Application Semantics
o IPSO
B Internet Protocol for Smart Objects Alliance
® http://www.ipso-alliance.org REST (URI + METHOD + MIME)
o OMA Lightweight
® Open Mobile Alliance
m http://openmobilealliance.org

0 M2M Obijects

M2M Applications

IP Smart Objects

45
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o Decouple |0T level issues from
Device level issues

o loT resource abstraction

o Separate bindings for Device i _ !
Management vs. handling loT resources ! " IMS Rﬁ;n:;gel?ne;/;c;e M2M SE éz';;:z::st E
o Provide normalization of M2M « Cloud oemnees | !

device capabilities ZTTTTTTTITITITITTIITITTIIIIIIIITTIIET I I I I I IO I I I I I I IIIIIIIIEIIIIT
o Generic Device APl framework EGateway 0SGi OMA DM [TR-069 mid CoAP HTTP
o Avoid stove pipe profiles '

Y Y
0 Go f-or S-imp-le profiles that are SDK OMADM| | TR-069 ETSIM2ME lcoapioMA| [CoAPHTTR
_appllcatlon !r_]dependent tO ensure Connector [Connector]  [Connector Cor:];lgctor Lightweight Proxy
interoperability

o IPSO Application Framework
o OMA Lightweight Objects

Generic Device API

o Allow adaptation to different cloud o> sl 2l e [
i se &858 (|52 881 85| &8¢
environments so (g (88|25 85 1 83.:| &2
e (8 &) B8g || & *[ &5 1 BP0 &F
o Native Embedded Web Services — IETF 5 L
CoRE
ETSI M2M mid e o o

OMA DM and TR-069
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O

O

O

O

Smart Energy use case

Heterogeneous device integration

o CoAP sensors and actuators
O Z-Wave Smart Plugs

Uniform device exposure
O REST via HTTP and CoAP
o IPSO Application Framework

Supported:
o CoAP
HTTP-CoAP proxying

O
0 Local caching and Observations
O Resource Directory

Embedded Web in Smart Home

Demo

=
SWoT | E
Client

Cloud enablers

)
RD [ Social Web Of Things Apps ]

HTTP-CoAP Proxy

)
Resource Directory | l Z-wave /CoAP

)\

ERICSSON

—f o L) e

[
|
[ OSGi
[

Linux

Residential M2M
Gateway

Lys

life.augmented

CoAP Devices: STM32W Wireless -
MCU&Sensors, Z-WAVE Smart Plugs, AEON LABS

Smart Plugs STEVAL-IHP004V1
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.
I‘ smliance
&= G@émy INTERDIGITAL s
Vi W, % . /’13\";
4% - POST Links mid MeM  mia e
N < > < > Server «— |, b 3
CoAP CoAP (NSCL) CoAP | e

Street Lighting M2M App

sensinode

Web Linking semantics end-to-end
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R
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KEEP
CALM

AND

DRINK
COFFEE
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Spare slides




