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Background

Industry world is
now exposed
to new security
vulnerabllities

Security Engineering as Multi-level analysis of ICT's
multidisciplinary field “» Ssecurity: physical layer,
network layer,... .,
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State of Art: Phy Layer Security (1/2)
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. ¥ Shannon — Perfect secrecy 1((@s)™;(@s)Y) =0
] No mutual info. between xN and xg'N

| < Maurer - Strong Secrecy  gim 1((es)": (v)") = 0

§ I Mutual info. 2 0 when N>«
| -
*q‘): <> Wyner — Weak Secrecy Jim %z((m)N;(yE)N) —0
> I The leaked info. is asymptotically O
Definition of Secrecy Capacity (Cs)
. Csiszar
SE:N’::::::R ot L ol _, | Non-degraded wiretap channel model
_________________ @ \ : = Extends Wyner;
""""""""""""""" = Bob and Eve have independent channels
o C,=0when Eve has befter Channel.
e ;LE R = Weak secrecy - practicalinterest;
»g b—E— @~ = Reference model for thisresearch.
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State of Art: Phy Layer Security (2/2)

3
Security Services

Availability Integrity Confidentiality Authenfication
resources’ messages are protect proprietary two communicating
accessibility and received as sent information, entities are who
usability. without any implementing they claim to be.

modification, or mathematical

improper information algorithms to

destruction. transform data
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This research

Mitigations against

Confidentiality attacks
Objective of PLSec

Reliable secure communication between Alice and Bob, at @
target secure rate, leaking the least possible number of bits.
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Context (1/2) v )

Hacking Safety systems:
« Compromise availability

(Best Case);

« Fatalaccidents to people
(Worst Case).

_ MedicallCT_

Risk in Medical ICT

The combination of continuous glucose monitor
(CGM) with insulin pump is used for a beftter diabetics’
treatment but, the wireless link between these
medical devices can be attacked with a high risk for
patient’s safety.



Context (2/2)

v' WBAN, physical layer security can provide
awesome advantages in terms of lower
number of computations than cryptography

TIER 2

TIER 1

WATERMARK BLIND PHYSICAL LAYER SECURITY (WBPLSec)

No assumptions of limited time or power of the attackers;
Based on the information leakage concept

=  Weaksecrecy (Wyner)

Exploit an advantage over the eavesdropper's channel to
obtain secrecy capacity >0 NP,
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v In the past years, researchers exploited jamming for network security
v’ Recently, a channel independent protocol named iJAM (*) was

infroduced
[ JAMMING
ALICE )r"ér +>¥e>e.ﬂ§ PR Xy .4,? BOB
Ry NN
\ STITCHING /
- UNJAMMED
iJAM SAMPLES
SESERE ReR
-
! [ (] ] ] 1] ,
: ] L} (] ] L} : >
NCLEAN
SYMBOL

Same symbol must be tfransmitted twice - data rate is half.

[*] S. Gollakota and D. Katabi, “Physical layer wireless security made fast and channel independent,” in 2011 Proceedings IEEE INFOCOM,, April 201 1\ [ /7
pp. 1125-1133.
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Physical-layer security:

v' Security tech. embedded af
physical-layer.

v Low-power solution
= Less computations

v Implemented exploiting
channel imperfections.

- New fransceiver architecture to ensure secure

4

* communication combining watermarking with
jamming receiver.

Secrecy at physical-layer from information theoretic view:
« Non-degraded wiretap channel;

- Outage probability of Csas metric. :I' Alice,Boband Eve ,,
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Watermarked Blind Physical Layer Security
Secure Communication: Cs = (Cy - Cg) > R

Secure region
=

SS watermark Jamming
%, o

v WBPLSec send information through two paths
= SS watermarking extraction gives an advantage over Eve;

SS watermay
Bob

= Cevaries with the distance;
v' Full rate protocol. [EF
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WBPLSec Algorithm __Z®
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Data Decomposition Policy

WBPLSec fransmits fthe information
through two independent paths:

» The Iinformation is sent via a
narrowband signal and through the
SS watermarked signal.

» The narrowband signal is partially
jammed by Bob, but the SS
watermark is utilized to re-compose
the entire symbol.
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WBPLSec SYSTEM MODEL

EMBEDS
w =f (xy)

Ko 4
évﬁ < JAMMING CHANNEL
___________________ ) xJ
: ALICE h n S
! M M  BOB
WATERMARKING g " " Sy
- JAMMER )

Cox framework (*)

ZfS’( ) — 51 ( ) -+ /J’Q}r)( ) Iy <’<§AMMINGCHANNEL | h
Spread-Spectrum hg g ﬁ , \
@L YE

Watermark i | W |
Say: 45 —>DECODER}—> |

Narrowband " Nemmmmmooonononoeoe '
i WIRETAP CHANNEL :}

yum (i) = har (1) (i) + kJ(Z) 7 (2) + nar (i)
ye(i) = hp(i)rs(i) + g9z (i) + np(i)

[*] I. J. Cox, M. Miller, and A. McKellips, "Watermarking as communications with side information,” Proceedings of the IEEE, vol. 87, no. 7r
pp.1127-1141, Jul 1999. N/
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WBPLSec: how it works

JAMMING HOST

NOSE— mm ~ %+ ameaeweo o _____
OISE N—— AT RECEIVER | 1
' 1 1
NOISE WATERMARK; ! :
' ' HOST ' '
! ; JAMMING — _ \ | | [ : :

-------- e frequency ¢ i !
Bhs ; ' ' 1 :
oo | ]

B
= o e B frequency | | :
CHANNEL R hs ) . )
Y [ o™ Sal -
0@‘5’ s ss i :
ALCE|l  lBOBH. oo,
508 e 2 B ;
d:t-;- aﬁh?"

T AT RECEIVER

JAMMING = Es + pu’Ew

NOISE 2 ~WATERMARK
------- el < Secrecy capacity in case of Gaussian wiretap
. ’ channelis bonded to the SNRs of the legitimate
'—"";'35—5 Bie and eavesdropper links:
TE= Nﬁ"‘% B 1—|—5’7je Cs =max{Cy — Cg,0},

1
Cyv = 3 logs (1 + var)
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Outage Probability was defined by Bloch (*)

= P

P =P €4, = P

—lo < Ry a < p(l+ay;)+ ————
> g2<1+vE> p(1 + &) qﬁ( :

In the case of WBPLSec follow simple algebra P, can be expressed as follow

r —p(l+a Jjr)— (1+C?7jr) - - o~
P, =1— / / / ¢ PUHOIImPN\TE ) | —ae—Be-BisdBdf —
0

1 _ q+1
S Cere—— p(“lﬂ( 5 )(%‘e(%‘rpﬂL%'r +1) =) —
Je 1jr Je T je
(¢ + 1) (yrp+1)
2 ( — (Wiersrp = (e + VW3 + Yie ) + Ve (B5¥irP + Yo = Y3r)
jr

[*] M. Bloch, J. Barros, M. Rodrigues, and S. McLaughlin, “Wireless information-theoretic security,” IEEE Transacfions on Information Theory,
vol. 54, no. 6, pp.2515-2534, June 2008.
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Results

Outage probability of C, versus
vm for different Eve’s positions
along the line that connects
Alice with Bob.

v' Figure depicts a region
around Bob, i.e. a medical
device, in which the secure
communication occurs.

v' The size of this region depends
on the acceptable Pout, e.g.,
when it is lower than 0.3.

Distance [m]

-15

0 10 Pout
Yu [dB]
NOTE: EVE cannot be closer than I m to both Alice and Bob, because the near-field region limit
at 1 m (*) around Alice and Bob was assumed.

[*] A. Rabbachin, A. Conti, and M. Win, “Intentional Network Interference for Denial of Wireless Eavesdropping,”in2011 IEEE Global N1/
Telecommunications Conference (GLOBECOM2011),, Dec2011, pp. 1-6. qz.l:l
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Discussion & Conclusions =

v~ Physical layer security in wireless health system was considered because
malicious attacks can compromise patients’ safety.

WBPLSec
attractive solution,
compared with
encryption, due to

limited power and L
0rocessing The utilization of

WBPLSec protocol * capability in WBAN. WBPLSec can
\ create a secure

is developed :
against information | region around the
disclosure attacks, legitimate receiver,
such as such as doctor’s
eavesdropping. laptop or other
medical devices.

Itis full rate.
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Thanks!
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BACKUP



Let’s review some concepts /S

WLAN

WLANs usually provide
the needed connectivity in
public transportation
systems. Many of these
systems require

high level of safety

Assure &
Evaluation

Processes that assure and

evaluate Security are

«  Orange Book (1960);

« CC asISO/IECT15408
(1999);

FIPS 140-2 (2001),
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These WLANs require high
level of safety. The greater
dependence on wireless
technologiesincreases the
complexity and exposes
them to security threats.

Attacks

Security certificates and
evaluation have significant
increment after different
terrorist or cyber-attacks
occurred in thiscentury

« Stuxnet (2010).

«  Duqu(2011).

Safety vs
Security

Safety: Avoids physical
harm to humans and things.
Security: Applies defenses
from malicious attacks.

New Tech

New technologies brought
prosperity and progress for
population, butin some
cases these create also new
challenge in the field of
security and privacy.
Actually, malwares can
affect critical national 1/
infrastructure. ['C,']
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