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Abstract—With the increase in popularity of mobile services,
Radio Access Network (RAN) sustainability and resilience to
power outages are becoming primary challenges. This article
proposes to use power supply solutions based on Renewable
Energy Sources (RESs) to jointly increase RANs’ resilience
and sustainability. We provide an overview of common RAN
sustainability practices and present recent data on the increase
in communication network failures. We discuss the concept
of resilience in RANs, alongside the strategies and challenges
of using RESs for power supply. Although RESs integration
with RANs has been extensively studied in the literature for
sustainability, the operational aspects before, during, and after
emergencies remain unexplored. This paper addresses this gap
by evaluating the impact of RESs on the RAN sustainability and
resilience through the use of real data from Base Station (BS)
traffic load, grid power outages, and photovoltaic (PV) power
production. Our findings show that integrating small PV panel
capacities significantly reduces the carbon footprint of RANs,
and it is crucial to maintain network operations during outages,
especially during daylight hours when PV production is at its
peak.

Index Terms—Renewable Energy, Sustainability, Resilience,
Radio Access Network.

I. INTRODUCTION

The Information and Communication Technology (ICT)
sector has become a vital part of modern societies. The
service demand is growing extremely fast because of the ever-
increasing popularity of communication services, the provi-
sioning of new ones, and the pervasive digitalization of other
sectors. In this context, two main challenges have emerged
and need to be urgently tackled: sustainability and resilience.

Sustainability in the ICT sector is vital, focusing on re-
ducing the environmental footprint through energy efficiency,
the use of renewable energy, and the minimization of carbon
emissions and electronic waste. Currently, the ICT industry ac-
counts for approximately 2-4% of global CO2 emissions, and
it also accounts for 7-9% of the global electricity consumption,
predicted to increase to 13% by 2030 [1]. Within mobile
networks, the Radio Access Network (RAN) is the largest
energy consumer, responsible for 50-80% of total energy use.
To address these challenges, the European Commission has
set ambitious targets under the European Green Deal and the
Code of Conduct to promote sustainable practices.

Continuity and reliability must also be guaranteed out of the
normal operation conditions. This means that the communica-
tion infrastructure, in addition to (i) reliable, i.e., dependable,

performing consistently well, must be (ii) robust, i.e., able
to sustain full operation without system failures in case of
possible challenges, and (iii) resilient, i.e., capable of adapting
to external changes that may modify the behavior of the system
and recover rapidly after an operation interruption.

A fundamental aspect is the power supply, which tradi-
tionally relies on the power grid and can present continuity
problems. Providing a continuous, high-quality power sup-
ply is increasingly challenging for several reasons. Rapid
urbanization and population growth place a strain on power
grids, leading to frequent outages and diminished quality.
Additionally, global economic and political instability, coupled
with the transition from fossil fuels, underscores the need
for self-sustaining power solutions. The climate crisis further
exacerbates this issue by increasing the frequency of natural
disasters that disrupt power grids. Moreover, the shift to
smart grids with digital systems has heightened vulnerabil-
ity to cyberattacks. To address these challenges, developing
resilient and sustainable communication networks powered by
Renewable Energy Sources (RESs) and reducing dependence
on unreliable power grids is crucial for maintaining stability
in this evolving scenario.

To address sustainability in RANs, there is a growing need
to generate energy locally using RESs while interacting with
the electrical grid. This work integrates RESs with the dual ob-
jectives of mitigating the climate impact of expanding commu-
nication infrastructures and enhancing resilience against power
supply instabilities caused by cyberattacks, natural disasters,
or operational issues. As telecommunication networks become
increasingly integral to society, ensuring the resilience and
sustainability of RANs is essential. To the best of the authors’
knowledge, this is the first study to integrate RESs specifi-
cally to enhance both sustainability and resilience in RAN.
The approach leverages RESs used for sustainability to also
achieve resilience, eliminating the need for dedicated backup
energy storage systems, such as batteries, thus avoiding both
installation and maintenance costs. Consequently, this dual
use of RESs reduces both capital and ongoing maintenance
expenses. Furthermore, this study addresses the operational
aspects of RESs in RANs management before, during, and
after emergencies, an area that, despite extensive research,
remains inadequately explored.

We provide an overview of common RAN sustainability
practices and present recent data on the increase in com-
munication network failures. We explore the concepts of
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robustness and resilience in RAN, alongside the strategies
and challenges of using RESs for power supply, assessing
their impact on RAN sustainability and resilience. Our study
offers empirical insights into RESs sizing, with sustainability
evaluated by carbon emissions and resilience measured by
lost traffic and the average time a BS remains active during
power grid interruptions. Data-driven simulations highlight
the potential of RESs for enhancing RAN sustainability and
resilience. This article is the first to provide insights into
resilience and sustainability using real data on BS traffic load,
grid power faults, and PV power production. Our goal is to
raise awareness and encourage the careful adoption of RESs
solutions to avoid compromising operational reliability during
emergencies, such as grid power outages.

II. REVIEW ON RADIO ACCESS NETWORK
SUSTAINABILITY

The recent works towards future communication networks
have the objectives of RAN efficiency and sustainability. Var-
ious techniques have been investigated, such as Sleep Mode,
Cell Zooming, the integration of RESs and Coordinated Multi-
Point (CoMP). Sleep Mode allows BSs to gradually deactivate
components during periods of low traffic, reducing energy
demand [2]. Cell Zooming adapts the transmission power to
decrease cell coverage in lightly loaded cells, thereby reducing
the overall energy demand [3].

The integration of energy locally produced by RESs, such
as PV panels and battery storage systems, contributes to CO2

reduction and enables BSs to become prosumers capable of
producing renewable energy and self-sustainable [2], [4].

Another approach to enhance RAN energy efficiency is
through Coordinated Multi-Point (CoMP), which dynamically
coordinates transmission/reception at multiple geographically
separated sites, improving system performance and end-user
Quality of Service (QoS) [5].

Moreover, deploying energy-efficient telecommunication
equipment is crucial in limiting RAN energy demand. For
example, the transition from 3G to 4G brought a significant
reduction in peak power consumption, passing from approx-
imately 3.5 kW to less than 1 kW [2]. Lastly, optimizing
cooling systems and introducing advanced cooling solutions
address the substantial portion of energy consumption at-
tributed to cooling, which can account for more than 17%
of the total BS energy demand [5].

III. COMMUNICATION NETWORK FAILURES

ENISA (European Union Agency for Cybersecurity), in [6],
identifies four root causes of communication network failures:
system failures, human errors, malicious activity, and natural
phenomena.

System failures occur when the number of requests exceeds
the normal capacity, such as during overcrowded events or
emergencies. These failures can propagate from low levels
to higher ones, affecting the overall network, including the
RAN. For instance, while submarine cable cuts are common
and typically unnoticed, significant events like the Taiwan

earthquake and Mediterranean cable cuts have caused major
service outages, impacting RAN availability indirectly.

Malicious attacks can occur due to terrorism, political
reasons, or competitive business interests. These attacks can
destroy or damage critical components in the network in-
frastructure to disrupt services or cause collateral damage.
For instance, on the 11th September 2001, the attack on the
Twin Towers in New York City also damaged the network
infrastructure, affecting both core networks and RAN [7].
Natural phenomena can cause failures over large areas due
to hardware devastation, making remediation actions almost
impossible. For example, after Hurricane Katrina, the main
causes of power outages in a BS were flooding, security issues,
and reduced fuel supply [7].

According to ENISA’s online reporting tool, [6], system
failures were responsible for 78% of incidents in 2012 and
for more than 61% in 2023. Interruptions due to malicious
actions have increased from 5% in 2019 to 14% in 2023.
Between 2013 and 2017, the interruptions caused by natural
phenomena increased from 14% to 17% of the total interrup-
tions. However, in 2023, it has been attributed to only 7% of
the total interruptions. Human errors have caused at least 18%
of the total incidents from 2017 up to 2023, except for 2022,
which reduced up to 13%.

Power interruptions are a major cause of incidents in
telecommunication networks, significantly impacting RAN
stability. In 2017, power cuts accounted for 22% of all
incidents, with a similar figure in 2019 at 21%. Notably, at
least 61% of these incidents in 2017 were attributed to natural
phenomena. These power outages had a substantial impact
on critical RAN assets: in the same year, 29% of power-
related incidents affected BSs, and 16% impacted network
nodes. As BSs and nodes are essential RAN components,
these disruptions directly compromised the RAN’s ability to
maintain stable connectivity and ensure uninterrupted service
for users [6]. These data underscore the need to enhance the
resilience of BS power supplies. One potential solution is
adopting green, ad hoc systems that interact with the main
power grid and act as reliable, sustainable power sources
during grid outages.

IV. REVIEW ON RAN ROBUSTNESS AND RESILIENCE

A well-designed system should maintain or recover its
performance and operation despite the challenges and disrup-
tions it may face. Specifically, two desirable features can be
identified: robustness and resilience.

As anticipated above, robustness is the ability of the system
to maintain its performance and operations despite various
challenges; resilience refers to the ability to adjust to external
changes, possibly altering system behaviors and quickly restor-
ing following a disruption in operations. In communication
networks, these characteristics are crucial because of the
increasing dependence on reliable connectivity.

Robustness extends beyond mere reliability, as it requires
performance under both normal and challenging conditions.
Resilience, on the other hand, encompasses the ability to
recover and adjust following unexpected events that violate
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initial design assumptions. According to [8], robustness and
resilience are evaluated through features such as anticipation,
absorption, adaptation, and rapid recovery. Anticipation in-
volves forecasting potential adverse events and assessing the
components prone to failure, while absorption aims to mitigate
the impact of hazards. Adaptation uses available resources
to improve system operation during disruptions, and rapid
recovery focuses on restoring normal operations promptly.
These elements contribute to the robustness and resilience of
the network. Further evolution in evaluating resilience includes
two additional phases. First, the resilience by design phase,
which includes the planning and building of a resilient system
based on the insights from past failures of similar systems.
Second, the posterior analysis phase investigates failures to
improve the system accordingly.

The authors in [9] introduce a different definition of re-
silience from the one given above. According to their perspec-
tive, it does not include the ability to adapt the system behavior
or to restore normal operation after potential interruptions
due to unexpected events. Instead, it primarily encompasses
the implementation of measures and protocols to guarantee
network reliability, availability, and robustness. To cope with
these three communication network aspects, operators usually
leverage hardware redundancy and diversity to minimize the
single points of failure. The network must be designed to
be scalable to avoid network overloads generated by possi-
ble future growth in traffic demand. In addition, traffic re-
routing and failed components restoring address the detection,
recovery, and avoidance of faults, and load balancing and
interference management prevent congestion, while security
measures are needed to prevent and detect malicious attacks.
Usually, a device in the network infrastructure is equipped
with an energy battery backup system used as an alternative
power supply during temporary electrical grid interruptions
to avoid out-of-service network [7]. However, to properly
design this system, battery location and lifetime analysis are
necessary to minimize communication service interruptions.
These backup batteries are designed to sustain operations for
2 to 4 hours during a power outage and are recharged only
when grid power is available [7]. However, as the frequency
and duration of grid outages continue to rise, leveraging RES
installed for network sustainability could significantly enhance
backup capabilities. On one hand, Energy Storage Systems
(ESSs) can be recharged even during grid failures; on the
other, RES can provide a continuous power supply to BSs,
thereby extending operational hours during outages. Addition-
ally, due to the large number of BSs, especially with the recent
increase from BS densification, relying on backup batteries
for power in RAN BSs leads to high capital and maintenance
costs. However, using RES to mitigate outages reduces the
need for batteries, potentially lowering both installation and
maintenance expenses.

If properly designed, RESs makes the network less power
grid-dependent, preventing the cascade effects of power grid
outages [10]. The approach used in its design is similar to that
used for BSs located in remote areas, where the connection to
the power grid is not feasible or cost-effective. Their supply
system is typically hybrid, including solar, wind, and hydrogen

energy sources, and with some energy storage.
Besides RESs employment, infrastructure virtualization has

emerged with the new generation of networks. It allows
(i) dynamically migrating network functionalities, which is
fundamental for network recovery and fault isolation, and
(ii) the creation of virtual access points on mobile devices to
provide multi-hop radio access to users in case the RAN is not
accessible. Furthermore, mounting BS hardware on Unmanned
Aerial Vehicles or High Altitude Platform Stations, turned out
to be a promising solution to bring communication capacity
where the terrestrial RAN fails [11]. However, the challenges
of backhaul network implementation and scarcity of on-board
energy availability must be addressed.

V. ENERGY RESILIENCE FOR RAN

Telecommunication networks face significant energy re-
silience challenges, particularly concerning power outages due
to the connection to the electric grid. Various threats can
jeopardize the regular operation of the power system. Natural
disasters require lengthy recovery times that range from 1 to 4
days for earthquakes and last up to 3 weeks for outages due to
floods [7]. System failures like operational faults, equipment
failures, and poor maintenance can cause short outages ranging
from 1 to 200 minutes [10].

The power system resilience can be improved using RESs,
usually located near the load. Distributed RES (DES) are
small-scale power generators comprising photovoltaic gener-
ators, wind energy generators, fuel cells, and batteries. In
2022, 167 GW from distributed PVs were added globally,
out of which 50 GW were for residential purposes [12]. The
advantages of using DES for the BSs of the RAN include
the use of more affordable energy and the reduction of the
electricity drained from the grid, which could come from a
source based on fossil fuels.

DESs can also help to supply RAN BSs to reduce the impact
of threats in the power system. For instance, floods and ex-
treme temperatures are expected to increase in the next years,
affecting the power system resilience. Therefore, installing
DES has become popular, in combination with microgrids that
can operate off-grid and provide an uninterrupted electricity
supply. Moreover, the electrical grid could use DES to restore
the power supply in the event of a fault in remote areas [13].
However, providing resilience in hazardous situations could
mean oversizing DES. Thus, a compromise between cost and
resilience should encompass an improved telecommunication
network and the power system.

The growth of DES in the power system imposes the
challenge of matching the demand with the power generation,
which is variable and weather dependent. Therefore, flexible
energy and load management are necessary. A smart local
load management considering these energy variations helps
improve the power system resilience when a hazard occurs.

The control of these DESs is commonly developed by
Virtual Power Plant (VPP)s that operate the DES according
to the constraints of the Power Transmission System Operator
(PTSO) and comply with the user’s needs (Fig. 1). A VPP
relies on advanced software and control systems to coordinate
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Fig. 1: An example of a VPP architecture considering the interaction
with every DES and BS and their individual Energy Management
System. TABLE I: Simulation configuration.

Parameter Value
Technology 5G
Operating Frequency 2 100 MHz
Bandwidth per BS 120 MHz
PV Panel Capacity 0 - 20 kW (in steps of 2 kW)
PV Module Efficiency 19%

Grid Outage Duration
Minimum: 1 min
Maximum: 564 min
Average: 46 min

Traffic Bitrate per BS Minimum: 0.8 kb/s;
Maximum: 110 Mb/s

Time step duration 1 min

and manage energy generation and load. It can also manage
various microgrids installed on every BS. These VPPs and
energy-efficient techniques in the RAN can be an excellent
solution to improve resilience in dense urban areas during a
power grid blackout [14].

VI. EVALUATION OF RESS FOR RAN RESILIENCE AND
SUSTAINABILITY

In this section, we quantify the impact of RESs on the
RAN sustainability and resilience. The simulations are per-
formed using HPC@POLITO, a High Performance Platform,
composed of 29 computational nodes, each equipped with 24
Intel XEON v3 cores and 128 GB of RAM, interconnected by
an InfiniBand QDR and an Ethernet networks.

In this work, we consider a portion of a RAN, composed
of more than 1 400 5G macro BSs, operating for one year,
that operates at 2 100 MHz, using 120 MHz bandwidth. Their
energy consumption is modeled as in [3], which states that
when idle, a BS consumes 62% of the energy required when
fully loaded. We assume that each BS uses the power provided
by a PV panel system. Additionally, a connection to the power
grid is available, through which the needed energy can be
purchased to survive periods of insufficient RESs production
to power the BSs. Table I summarizes the simulation set up.

Considering this scenario, the sustainability is assessed
under a business-as-usual (BAU) situation; the resilience is
instead evaluated during power grid outages, which are con-
sidered emergency events in this study. When a power grid
outage occurs, a BS cannot drain electricity from the grid, but

can use only the energy produced by the PV panel. If that
amount of energy is insufficient for the BS supply, the BS
shuts down, and the service it provides is interrupted.

Input Data: We use traffic data confidentially provided by
a large Italian Mobile Network Operator (MNO). The data
report the hourly traffic load of more than 1 400 BSs in Milan,
Italy, and a wide area around it for two months. The BSs in
the dataset collectively represent heterogeneous zones that co-
exist in an urban environment, including touristic, business,
residential, suburban, and rural areas. The traffic demand
ranges from a minimum of 0.8 kb/s to a maximum of 110
Mb/s. Further details of the dataset (traffic characteristics and
the covered areas) can be found in [2]. For the evaluation,
we associate each BS traffic trace in the dataset with a BS of
our scenario and use the typical daily traffic pattern for each
BS as described in [10]. We compute the traffic demand for a
typical day at each BS using a minute-level granularity, which
we consider a suitable trade-off between computational time
and the level of detail that this granularity allows us to achieve.
We report an example of traffic demand in the following.

Similarly, the data for PV panel production in Milan are
taken from the PVWATT tool. The data it provides are derived
based on realistic solar irradiation patterns, corresponding to
a typical meteorological year for the selected area. The PV
system we consider is a fixed rooftop PV array, featuring a
module efficiency of 19%, system losses of 14%, a tilt angle
of 30◦, and an azimuth of 120◦. The data accounts for losses
due to power conversion, with the DC-to-AC ratio and the
efficiency of the electronic components equal to 1.2 and 96%,
respectively. These data report the hourly PV panel electricity
production in Milan (Italy) over a year, and we process them
to obtain a one-minute-level granularity.

The power grid outage data are real power outages in
Turin, Italy, between 2014 and 2018, collected using an
API confidentially provided by an Italian Distribution System
Operator. They account for more than 3 300 events (at low
voltage distribution level), with the majority occurring between
May and August and peaking in June. Outages tend to happen
most frequently around 4:00 a.m. and 1:00 p.m. Additionally,
outage durations range from 1 to 564 minutes, with half lasting
less than 40 minutes. An exponential distribution provides a
good approximation of the fault duration. For further details,
see [10]. For the study, we consider that all the BS were
affected at the same time by the outage.

Key Performance Indicators (KPIs): To evaluate the impact
of PV panel integration on both sustainability and resilience,
we selected specific KPIs that capture environmental benefits
and network resilience during outages. In this study, the KPI
for sustainability is:

• CO2 emissions intensity (gCO2/Wh) – This metric quan-
tifies the environmental impact of each BS by measur-
ing the mass of CO2 emitted per watt-hour of energy
consumed. We use technology-specific reference values,
with grid energy contributing 0.26 gCO2/Wh and PV-
generated energy contributing 0.00 gCO2/Wh, as reported
in [15]. This KPI demonstrates the emissions reduction
potential of PV integration.

http://www.hpc.polito.it
https://pvwatts.nrel.gov/pvwatts.php
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Fig. 2: Average yearly CO2 emission intensity, in gCO2/Wh, varying
the PV Panel capacity.
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Fig. 3: Average A2D Ratio, in %, varying the PV Panel capacity,
at 1:00 a.m. (blue), 10:00 a.m. (orange), 2:00 p.m. (green) and 7:00
p.m. (red).

To assess resilience, we use KPIs that measure the network’s
ability to maintain service continuity and quality during power
disruptions:

• Lost Traffic (%) – The average percentage of traffic
demand that cannot be served during a grid outage,
representing the reduction in QoS in the RAN. Lost
Traffic is calculated by estimating the proportion of unmet
traffic demand due to inactive BSs during an outage. This
metric reflects the immediate impact of outages on service
availability.

• A2D(Active-to-Downtime Ratio) –The average propor-
tion of time each BS remains active during a grid outage.
It is calculated as the ratio of the time each BS can
provide service (powered by PV panels) to the total
duration of the outage. A BS is considered active when
its PV system produces sufficient energy to meet traffic
demand; otherwise, it is off and unable to serve users.

These KPIs are essential as they indicate the effectiveness of
PV integration in supporting service continuity during outages.

Performance Evaluation: We now discuss the numerical
evaluations of the simulated scenarios. We start analyzing
the BAU, reporting in Fig. 2 the average CO2 emissions
intensity for the BS supply, varying the PV panel capacity
between 0 kW, i.e., when the BS drains energy only from
the power grid, to 20 kW. The figure evidences that the
CO2 emissions are 0.26 gCO2/Wh in case there is no PV panel,
but when installed, it reduces them by up to 47%. However,
this growth is not constant: increasing the PV panel up to 4 kW
means reducing the gCO2 emissions intensity by 42%, not
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Fig. 4: Hourly average lost load (%) in different colors (left y-
axis), along with hourly average BS traffic load, dotted, and energy
production in January, dashed (right y-axis).
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Fig. 5: CDF of the Lost Load, in %, for different hours of the day
and PV Panel capacity.

significantly lower than the drop previously reported, achieved
with 10 kW. This indicates that, when produced during the
daily hours, a 4 kW PV panel is almost sufficient to fully
supply the BS and emissions are mainly due to the energy
drained from the power grid, when it does not produce, during
the night.

Now, we investigate the scenario, where a power grid outage
occurs. To do this, we evaluate the system performance,
simulating the occurrences of each power grid outage of our
dataset. Fig. 3 shows the A2D, varying the PV panel capacity,
from 0 kW, i.e. no PV panel, to 20 kW, for the outages that
occur at 1:00 a.m., 10:00 a.m., 2:00 p.m. and 7:00 p.m., in
blue, orange, green and red, respectively. These figures reveal
that the A2D strictly depends on the hour of the day, because
of the variation in solar energy production during the day, and
on the PV panel capacity. At 1:00 a.m. (blue curve in Fig. 3),
the A2D is always equal to zero. This means that each power
outage interrupts the communication service and BSs are off
for the whole duration of the outage. Because of the lack of
energy production, the PV panel capacity has no impact on
the A2D. The situation at 7:00 p.m. is similar, as shown by
the red curve in Fig. 3. The situation significantly differs at
10 a.m. and 2 p.m., see orange and green curves in Fig 3. In
these cases, PV panel systems with a capacity of 2 kW can
power a BS for 80% of the outage duration, while BSs remain
active for nearly the entire duration with a PV panel capacity
of at least 4 kW.

Each curve in Fig. 4 is the Lost Traffic, on the left y-
axis, with different PV panel capacities installed on each BS,
grouping the power grid outages by the hour of the day they
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begin. On the right y-axis, the dashed and dotted lines are the
hourly traffic load of one of the considered BSs and the energy
production in January, normalized with respect to its maximum
and the yearly maximum, respectively. In case of power grid
outages, which start before 4 a.m. and from 8:00 p.m., the
communication service is completely interrupted, i.e., the load
is completely lost, due to the lack of PV panel production.
In this case, the increase in the PV panel capacity does not
affect the QoS. In addition, the figure reveals that during the
PV panel production hours, from 9 a.m. to 3 p.m., the Lost
Traffic is almost zero when the PV Panel capacity is larger
than 2 kW, meaning that the BSs are able to remain active
and provide the service. Between 6:00 a.m. and 9:00 a.m. and
from 4 p.m. to 8 p.m., the Lost Traffic is strictly dependent
on the PV Panel capacity. For instance, the Lost Traffic ranges
between 42% and 27%, if the PV Panel capacity increases
from 6 kW to 20 kW, in case the power grid outage starts at
7 a.m.

The orange and blue curves in Fig. 5 show the Cumulative
Density Function (CDF) of the Lost Traffic, measured on each
BS, for PV panel capacities of 4 kW and 10 kW, respectively,
simulating the outages starting at 1 a.m., 11 a.m., and 4 p.m.
The figure confirms that for all outages starting at 11 a.m.,
both PV panel capacities generate sufficient power to keep the
BSs active. In contrast, during outages starting at 1 a.m., BSs
remain inactive due to insufficient energy production, resulting
in a complete loss of traffic, regardless of the PV panel
capacity. For outages starting at 4 p.m., the CDF of the Lost
Traffic varies depending on the PV panel capacity. Specifically,
with PV panel capacities of 4 kW and 10 kW, no traffic is lost
in 72% and 76% of simulated outages, respectively. Notably,
between February and September, the PV panels can fully
power the BSs in 88% and 90% of the outages, respectively,
preventing any traffic loss. However, from October to January,
the energy produced is typically insufficient, resulting in
complete communication service interruption. This is the case
of 22% and 17% of outages that start at that hour. These results
indicate that the performance for power outages starting at 4
p.m. is more variable than for the other considered starting
hours, depending strictly on the time of year.

Now, we analyze the heterogeneity of performance among
BSs during the same outage, considering the case where each
BS is equipped with a 4 kW PV panel. For this analysis,
given each outage in our dataset, we measure the Lost Traffic
for each BS and select the two outages that exhibit the highest
variance among the BSs. For each of these two outages, we
build the corresponding CDFs of the Lost Traffic measured for
each BS and plot them in Fig. 5 (green curves). We observe
that, even though these outages, Outage A and Outage B in
the figure, provide the highest variance among the available
outages, the variability of the Lost Traffic is bounded between
6% and 50% for one outage and between 74% and 96% for the
other. The lowest values of Lost Traffic are observed for BSs
located outside urban areas, where traffic demand is typically
low. However, notice that for more than 90% of the outages,
the variance of the Lost Traffic is null, hence the outage impact
mostly results homogeneous over all BSs.

In conclusion, our results indicate that for regions with

PV panel production similar to that of the studied location
(Northern Italy), PV panel integration significantly enhances
RAN sustainability by halving emissions intensity, even with
low PV capacity (4 kW). Additionally, PV panels improve
RAN resilience with a marginal impact from traffic demand
profiles, but with performance highly dependent on factors
such as the time of day, seasonality of power outages, and the
capacity of the installed PV systems.

VII. CHALLENGES

Several challenges must be addressed to deploy resilient
communication infrastructures. First, it is crucial to identify
the most sensitive services that require high reliability and
resilience. Second, the variability of solar energy production
necessitates the inclusion of EESs, optimal energy manage-
ment, and hybrid energy solutions. These solutions should
combine multiple renewable sources, such as solar, wind,
and geothermal, with traditional power grids, and they should
be optimized for different geographical locations and urban,
suburban, and rural contexts. Additionally, initial installation
costs and space requirements for RESs with ESSs must
be considered, as these factors make widespread adoption
challenging. Finally, incorporating smart algorithms to predict
daily failures could enhance energy management and increase
installation resilience.

VIII. CONCLUSION

This paper analyses communication network failures due to
power grid outages and presents solutions for the RAN sus-
tainability and resilience. Our findings show that, for regions
with PV panel production characteristics similar to those in
Northern Italy, integrating even small PV systems (4 kW)
substantially reduces the carbon footprint of RANs. Their
integration is also crucial for maintaining network operation
during power outages (in a power grid similar to Northern
Italy), especially during daylight hours when PV generation
is high. The traffic demand profile has a marginal impact on
the effectiveness of this approach, which instead depends on
(i) the time of day and year when a power outage occurs and
(ii) the generation capacity of the installed PV systems.

ACKNOWLEDGMENT

This paper was supported by the European Union under
the Italian National Recovery and Resilience Plan (NRRP)
of NextGenerationEU, partnership on “Telecommunications of
the Future” (PE00000001 - program “RESTART”, Focused
Project R4R).

REFERENCES

[1] European Commission, Joint Research Centre, G. Baldini, I. Cerutti,
and C. Chountala, Identifying common indicators for measuring
the environmental footprint of electronic communications networks
(ECNs) for the provision of electronic communications services (ECSs).
Luxembourg: Publications Office of the European Union, 2024,
no. JRC136475. [Online]. Available: https://data.europa.eu/doi/10.2760/
093662

[2] G. Vallero et al., “Greener ran operation through machine learning,”
IEEE Transactions on Network and Service Management, vol. 16, no. 3,
pp. 896–908, 2019.

https://data.europa.eu/doi/10.2760/093662
https://data.europa.eu/doi/10.2760/093662


7

[3] M. Matalatala, M. Deruyck, E. Tanghe, L. Martens, and W. Joseph,
“Performance evaluation of 5g millimeter-wave cellular access networks
using a capacity-based network deployment tool,” Mobile Information
Systems, vol. 2017, no. 1, p. 3406074, 2017.

[4] G. Perin et al., “Towards sustainable edge computing through renewable
energy resources and online, distributed and predictive scheduling,”
vol. 19, no. 1, pp. 306–321, 2021.

[5] N. Piovesan et al., “Energy sustainable paradigms and methods for
future mobile networks: A survey,” Computer Communications, vol.
119, pp. 101–117, 2018. [Online]. Available: https://www.sciencedirect.
com/science/article/pii/S0140366417309088

[6] “European Union Agency for cybersecurity.” [Online]. Available:
https://www.enisa.europa.eu/

[7] A. Cabrera-Tobar, F. Grimaccia, and S. Leva, “Energy Resilience
in Telecommunication Networks: A Comprehensive Review of
Strategies and Challenges,” Energies 2023, Vol. 16, Page 6633,
vol. 16, no. 18, p. 6633, sep 2023. [Online]. Available: https:
//www.mdpi.com/1996-1073/16/18/6633

[8] H. Jones, “Going beyond reliability to robustness and resilience in space
life support systems.” 50th International Conference on Environmental
Systems, 2021.

[9] J. P. Sterbenz et al., “Resilience and survivability in communication
networks: Strategies, principles, and survey of disciplines,” Computer
networks, vol. 54, no. 8, pp. 1245–1265, 2010.

[10] G. Vallero et al., “Coping with power outages in mobile networks,” in
2020 Mediterranean Communication and Computer Networking Con-
ference (MedComNet). IEEE, 2020, pp. 1–4.

[11] G. Castellanos et al., “Evaluation of flying caching servers in uav-
bs based realistic environment,” Vehicular Communications, vol. 32, p.
100390, 2021.

[12] International Energy Agency, “Unlocking the Potential of Distributed
Energy Resources,” International Energy Agency, Paris, Tech. Rep.,
2022.

[13] “Project docs — SSEN Innovation.” [Online]. Available: https:
//ssen-innovation.co.uk/raas/project-docs/

[14] Z. Dong et al., “A distributed robust control strategy for electric vehicles
to enhance resilience in urban energy systems,” Advances in Applied
Energy, vol. 9, p. 100115, feb 2023.

[15] “Eurostat,” https://ec.europa.eu/eurostat/, accessed: January 7, 2025.

Greta Vallero is a researcher at Politecnico di
Torino. Her main research interests are the energy
efficiency and resilience of Radio Access Networks.

Ana Cabrera-Tobar is a researcher at Politecnico
di Milano. Her research interests are renewable ener-
gies, grid codes, power electronics, power systems,
and smart grids.

Giovanni Perin (Member, IEEE) is a postdoc re-
search fellow at University of Padova. His research
focuses on sustainable edge computing, distributed
optimization and processing, and federated learning.

Daniela Renga (Senior Member, IEEE) is Assistant
Professor at Politecnico di Torino. Her research
focuses on energy efficient wireless networks, Non-
terrestrial networks, Network modelling, Sustainable
Mobility.

Leonardo Badia (Senior Member, IEEE) is Asso-
ciate Professor at University of Padova. His research
interests include mathematical analysis of wireless
networks.

Michele Rossi (Senior Member, IEEE) is full pro-
fessor at the University of Padova. His research
interests are on wireless sensing, learning and edge
computing systems with a focus on green ICT tech-
nologies.

Michela Meo is a professor at Politecnico di Torino.
Her research interests include green networking,
energy-efficient mobile networks and data centers,
machine-learning for Internet traffic.

Francesco Grimaccia (Senior Member, IEEE) is a
Full Professor at Politecnico di Milano. His research
interests include artificial intelligence, wireless sen-
sor networks, hybrid evolutionary optimization tech-
niques and remote systems in different engineering
fields.

Sonia Leva (Senior Member, IEEE) is full Professor
at the Energy Department, and Director of SolarTech
Lab and Laboratory of MicroGrids.

https://www.sciencedirect.com/science/article/pii/S0140366417309088
https://www.sciencedirect.com/science/article/pii/S0140366417309088
https://www.enisa.europa.eu/
https://www.mdpi.com/1996-1073/16/18/6633
https://www.mdpi.com/1996-1073/16/18/6633
https://ssen-innovation.co.uk/raas/project-docs/
https://ssen-innovation.co.uk/raas/project-docs/
https://ec.europa.eu/eurostat/

	Introduction
	Review on Radio Access Network Sustainability
	Communication Network Failures
	Review on RAN robustness and resilience
	Energy Resilience for RAN
	Evaluation of RES for RAN resilience and sustainability
	Challenges
	Conclusion
	References
	Biographies
	Greta Vallero
	Ana Cabrera-Tobar
	Giovanni Perin
	Daniela Renga
	Leonardo Badia
	Michele Rossi
	Michela Meo
	Francesco Grimaccia
	Sonia Leva


