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Abstract
Advancements in computer science are raising concerns and preoc-
cupations about the privacy of users’ data submitted to and used
by Information Retrieval (IR) Systems. IR Systems, such as search
engines, integrate new generative information access pipelines that
implement effective and efficient document retrieval and answer
generation. However, critical challenges arise in Privacy-Preserving
IR (PPIR): Are such data leaking personal information or being used
to train generative systems? Are current privacy solutions sufficient
to guarantee user privacy and limit such information leakage? Are
users’ queries and retrieved documents protected throughout the
entire retrieval process? How has the privacy threats landscape
changed, and in which directions should the IR and Privacy research
community investigate to address such new risks?

In this perspective paper, we provide initial answers to these
questions, analysing state-of-the-art solutions for protecting user
privacy when accessing information and highlighting areas of
concern. We propose a new PPIR research agenda to address the
unsolved problem of private data use and access. The agenda in-
cludes novel privacy research pillars aimed at addressing objectives
grounded in literature gaps, user survey findings, and structured
interviews with experts from research, industry, and regulatory
bodies. By defining these privacy research pillars, we advise the
IR community to pursue research toward a more resilient privacy
direction that can address future challenges stemming from rapidly
advancing technology eager for user data.

CCS Concepts
• Security and privacy → Privacy protections; Usability in
security and privacy; • Information systems → Users and
interactive retrieval; Retrieval tasks and goals.
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1 Introduction
Thanks to their pervasiveness, Information Retrieval (IR) systems,
especially search engines, handle increasingly large volumes of data,
including sensitive ones. Examples of such data include queries
issued by the users, documents clicked, and the search history. In-
deed, users employ IR systems to find critical documents relevant
to their personal sphere, such as health and finance [18, 21, 30, 44].
Another common behaviour is the ego-surfing, which consists of
searching for one’s own name, email, or phone number on the web,
leaving such identity information available to the IR system [56].
Collecting, processing, and storing this data, both identifying and
highly sensitive, raises pressing privacy concerns. In fact, upon
theft or data exfiltration, search logs might expose users’ private
information and reveal their personal details [24]. Similarly, a mali-
cious employee might be tempted to access query logs to discover
private information and blackmail the individual who generated the
queries. Finally, based on their digital footprint, users might be pro-
filed against their will. The problem is further aggravated by Large
Language Models (LLMs) becoming an integral part of modern
search engines. If private data, including query logs, is used to train
such models, there is a high risk of leakage and exposure [15, 26].

To address these privacy challenges, Privacy-Preserving Informa-
tion Retrieval (PPIR) focuses on limiting the disclosure of personal
information to both internal and external threats in the retrieval
pipeline [70, 81, 82]. PPIR combines Information Security and IR
to minimise the risk of information leakage from legitimate users’
and systems’ data. To achieve this, PPIR often incurs non-negligible
costs in terms of effectiveness and efficiency. Multiple strategies
have been adopted to address the PPIR task. One of the most com-
mon solutions is query obfuscation, which perturbs a query to
ensure that it does not disclose the original information need, while
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Figure 1: A schematic high-level view of the IR “Y” and po-
tential risks and threats for the users’ privacy, its relation
with our proposed PRPs to achieve the privacy objectives.

still retrieving relevant documents. Traditionally, query obfuscation
has been implemented via heuristic approaches [8, 39] that rely on
hypernyms and words co-occurrence, or 𝜀-Differential Privacy (DP)-
based solutions [28, 37, 53, 79, 80]. While query obfuscation has
a (relatively) limited impact on the IR system efficiency, it often
achieves privacy at the expenses of effectiveness. Another alterna-
tive is based on homomorphic encryption protocols [3], in which
the data, both documents and queries, remain encrypted through-
out the entire retrieval pipeline, including during the matching
phase. Most of the homomorphic encryption solutions preserve the
retrieval effectiveness, but come with huge efficiency costs, making
it a viable strategy only for extremely sensitive domains (e.g., mili-
tary scenarios and international security documents) [50, 66]. As a
final remark, we stress that, at the moment, the research regarding
the evaluation of the privacy induced by different PPIR techniques
is limited and often based on the formal parameters of the privacy
protection strategy (e.g., the key size in homomorphic encryption,
level of words’ generalisation, or the privacy budget 𝜀 in DP).

To address these limitations, we argue that the PPIR research
community need well-defined and common reference framework
for the development of novel PPIR techniques and for guiding their
evaluation and comparison. In this paper, we contribute to the defi-
nition of such a reference framework by putting into perspective
the existing literature on PPIR, identifying potential critical limita-
tions of current privacy-preserving solutions, and outlining future
research steps to overcome them. More in detail, to help us iden-
tify the limits of the current privacy-oriented research landscape,
outline the most urgent needs, and the desired outcomes of the
PPIR research, we present here the results from a user study inves-
tigating the current perceptions of both experts and general users
regarding PPIR techniques. Guided by the results of such a study,
we define the research objectives that PPIR should strive to achieve.
Critical to reaching the identified objectives, we finally delineate
the following Privacy Research Pillars (PRPs), summarised and

linked with the IR “Y” in Figure 1, to shape the future research paths
and address the gaps identified:
PRP1 Technical Privacy Definitions: To realise this pillar, we

envision the development of new PPIR techniques that better
align “formal” guarantees provided by the major privacy
frameworks, e.g., DP, and the users’ perception.

PRP2 ImplementationRules for PPIR: This pillar can be achieved
through new implementation rules for IR pipelines, with a
privacy-by-desing perspective. In particular, we call on the
community to identify effective strategies to guide the imple-
mentation of legal privacy requirements into the components
of actual IR systems ready for a user-safe deployment.

PRP3 Standard Privacy Evaluation: To uphold this pillar, the
community should investigate the development of a unified
evaluation framework to compare and improve different
PPIR solutions.

To promote the reproducibility of our findings, the code used in
this paper and the results are available in the online repository1.

The paper is structured as follows: in Section 2, we discuss the
background and frame current PPIR techniques. In Section 3, we
1https://anonymous.4open.science/r/PrivacyResearchAgenda4PPIR/README.md
report the results of the interviews with privacy experts from in-
dustry, research, and legislative backgrounds, aimed at identifying
the research objectives for the research agenda. Section 4 discusses
the identified privacy research objectives supporting the discussion
with users’ perspectives and experimental results. Finally, Section 5
defines the future PPIR research agenda and its pillars.

2 Background
In this Section, we define the core privacy concepts from the Infor-
mation Security and legal domains, providing also a comprehensive
background on the definition and methodologies for PPIR.

2.1 Privacy Definitions
Different definitions of privacy have been articulated through dif-
ferent legal and technical frameworks. In the cybersecurity context,
the National Institute of Standards and Technology Special Pubbli-
cation, i.e., NIST SP 800-130 [58], defines “Privacy” as the property
of a system to guarantee the “[. . . ] assurance that the confidentiality
of, and access to, certain information about an entity is protected.”.
The publication emphasises privacy as an operational characteristic
of secure and reliable information systems, focusing onmechanisms
necessary to safeguard information. Furthermore, the NIST Privacy
Framework2 is a tool developed to assist organisations in identify-
ing and managing privacy risks effectively, while promoting the
deployment of new products and services.

On a more technical level, 𝜀-Differential Privacy (DP), intro-
duced by Dwork et al. [33], provides the gold standard mathematical
framework for quantifying privacy guarantees when querying and
analysing data. Formally, the framework states that, considering
a randomisation mechanism M, i.e., an algorithm that takes an
input and produces an output, is said to be 𝜀-DP if and only if, for a
privacy budget 𝜀 > 0 and two neighbouring datasets3 𝐷, 𝐷 ′, it holds
2https://www.nist.gov/privacy-framework
3Datasets that diverge for at most one entry.
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the inequality Pr[M(𝐷) ∈ 𝑆] ≤ 𝑒𝜀 · Pr[M(𝐷 ′) ∈ 𝑆] for all possible
outputs 𝑆 ⊆ Range(M). The privacy budget 𝜀 controls the privacy
loss: a smaller 𝜀 corresponds to stronger privacy guarantees, and
a higher 𝜀 provides weaker privacy guarantees. The DP definition
was also extended and relaxed to different application scenarios,
including Machine and Deep Learning [2] and Natural Language
Processing (NLP) [17, 40], with the latter used to formalise the
concept of metric-DP. Such extension says that considering every
triplets of points 𝑥, 𝑥 ′, 𝑥 in a vector space W with distance func-
tion 𝑑 : W ×W → R and a privacy budget 𝜀 > 0, a mechanism
M is 𝜀-DP with respect to the metric 𝑑 if it holds the inequality
Pr[M(𝑥) = 𝑥] ≤ 𝑒𝜀 ·𝑑 (𝑥,𝑥

′ ) · Pr[M(𝑥 ′) = 𝑥].
From a human rights perspective, the Universal Declaration of

Human Rights [1] establishes privacy as a fundamental right in
Article 12, which states that “No one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor
to attacks upon his honour and reputation. Everyone has the right
to the protection of the law against such interference or attacks.”. In
addition, different technology regulations, such as the European
Union’s General Data Protection Regulation General Data Protec-
tion Regulation (GDPR) [34], mandate different principles for the
handling and processing of personal data. Among others, the GDPR
establishes the principle of Data Minimisation [11, 38, 69]: personal
data must be “[. . . ] adequate, relevant and limited to what is neces-
sary in relation to the purposes for which they are processed.”. This
principle requires data controllers, i.e., the entities that determine
the purposes and means of processing personal data, to critically
evaluate and justify each data element they collect, ensuring speci-
fied purpose, adequacy of the data, and limited data volume, quality,
and retention periods. In this broad context of privacy definitions,
we now show how privacy is studied and investigated in IR.

2.2 What is PPIR?
To clearly define Privacy-Preserving Information Retrieval (PPIR),
we first must distinguish it from Private Information Retrieval (PIR).
A PIR protocol [22, 23] is a process that enables the extraction of
a specific data point from a server, given its exact index in it. The
implementation of PIR requires using cryptographic primitives and
specialised secure communication protocols [65]. In contrast, PPIR
involves a user who typically conveys a vaguely defined informa-
tion need in the form of a plain natural language query, which
is then altered to produce an obfuscated version. Specifically, the
server needs to estimate document relevance based on the query
text received. This distinction holds two significant implications to
diversify between PPIR and PIR:

i) Cryptography cannot protect the contents of the query from
the IR system, as the system must evaluate the relevance
of the query and the documents. A non-privacy coopera-
tive IR system is the intended recipient of the query and
would require decryption if the query were encrypted. In-
deed, matching encrypted queries to documents poses signif-
icant challenges (cf., Homomorphic Encryption paragraph).

ii) The “index” of relevant documents is indeterminate prior to
the search; thus, relevance remains latent and often uncertain
for the user until they review the list of retrieved documents
to resolve their information need.

Query Obfuscation Techniques. Query Obfuscation [13, 36,
71, 78] is a client-side privacy-preserving approach in IR in which
the user’s original query is transformed into one (or multiple) ob-
fuscated variants before submitting it to the server. This technique
enables privacy-conscious users to formulate natural language
queries while hiding their actual information needs through textual
obfuscation. In such scenarios, the IR system operates under the
honest-but-curious adversarial model [29], where the server cor-
rectly returns ranked document results in response to user queries
while potentially collecting and aggregating such queries to con-
struct user profiles based on their search behaviour. An obfuscation
mechanism is an algorithm that takes the original query text and
produces one or more modified versions of it. In the literature, there
are two main categories of mechanisms: heuristics and 𝜀-DP based
algorithms [33]. In the heuristic family, the terms in the query can
be changed with synonyms and hyponyms, like in the Arampatzis
Et Al. (AEA) [8] mechanism or with co-occurring words from a
local corpus, such as in the Fröbe Et Al. (FEA) algorithm [39]. On
the other hand, 𝜀-DP-based obfuscation mechanisms can be divided
into noisy sampling [16, 19, 83] and noisy embeddings [28, 37, 79, 80].
Noisy term embedding strategies, including Cumulative Multivari-
ate Perturbation Mechanism (CMP) [37], the Mahalanobis (Mhl)
mechanism [79], and Vickrey’s auction-based modifications [80],
changes non-contextual embeddings, e.g., GloVe [59] 300-d vectors,
by adding 𝜀-calibrated statistical noise to each query term vector,
selecting the obfuscated term nearest to the perturbed represen-
tation. DP-COMET [28] modifies the CMP and Mhl algorithms by
adding noise to the contextual representations of the entire query
text and sampling obfuscated queries from a publicly available
query log. Conversely, noisy sampling mechanisms, such as San-
Text [83], CusText [19], and the TEM [16], select obfuscation terms
via distance-based probability sampling, with the parameter 𝜀 and
the embedding proximity used to compute these probabilities.

Homomorphic Encryption. On the other hand, Homomorphic
Encryption frameworks [20, 42, 63] use a cryptographic approach
to IR that enables computationally secure operations to be per-
formed directly on encrypted data, i.e., queries and documents,
without requiring decryption. These protocols allow users to sub-
mit encrypted queries to the IR system, which can then compute
relevance scores and retrieve documents while operating exclu-
sively on ciphertext, thereby preserving the query confidentiality
throughout the whole retrieval process. Similarly, Secure Inner
Product protocols [4, 9] provide privacy-preserving mechanisms
for computing similarity measures between query and document
embedding vectors in encrypted spaces. In such cases, the IR system
operates under a strong privacy model in which neither the server
nor potential malicious external adversaries can access plaintext
queries or infer user information needs from encrypted operations.
These present two principal challenges: computing the score, which
is due to the encrypted vectors and thus reduces effectiveness, and
the efficiency constraints imposed by the encryption operations.

Other Privacy Techniques. The Query Obfuscation and Ho-
momorphic Encryption frameworks are not the only ones used to
provide privacy. Federated learning [52] is a machine learning tech-
nique that has been employed as a privacy technique, especially
for Learning to Rank and Recommender Systems tasks [5–7, 77].



SIGIR ’26, July 20–24, 2026, Melbourne, Australia De Faveri, Faggioli, Biega, and Ferro

In a federated setting, neither users’ interactions nor their queries
are shared directly with anyone: the central server serves as an
aggregation point for local parameters, which are then used to
update the local nodes. In addition to federated learning, synthetic
data generation has been employed in recommendation systems to
protect user privacy [12, 49]. The idea is to create synthetic datasets
using generative models that preserve key statistical properties of
the original data. Therefore, by employing “fake” data that resem-
bles the originals, the trade-off between privacy and utility can
limit the exfiltration of private information while minimising per-
formance loss. However, not using real data during data processing
can prevent generalisation to real-world scenarios.

3 Expert-Identified PPIR Challenges and
Directions

To identify the main objectives for future PPIR research, we draw
on two sources: the perspectives of experts who deal with privacy-
related issues, and the views of the subjects whose privacy should
be protected. We collect the former through structured interviews,
and the latter via an anonymous survey. In this section, we describe
the research challenges and future directions, as outlined by the
privacy experts during their interviews. Figure 2 displays boxes
that summarise the main findings from such interviews.

We developed a structured expert interview protocol comprising
open-ended questions to capture the perspectives of four special-
ists across three domains of privacy implementation: Technical
Research, Industry Applications, and Policy and Regulation. Two of
the participants were computer science researchers: one focused on
privacy in NLP and the other on privacy in IR, both of whom had
published extensively on privacy at major computer science confer-
ences. Further, two participants included an industry Cybersecurity
expert and a Legal Expert. We refer to these experts as follows:
Privacy Researcher (PR), Information Retrieval Researcher (IRR),
Cybersecurity Expert (CE), Legal Expert (LE). The interview pro-
tocol is organised into the following key topical sections: i) Main
advantages and bottlenecks of current PPIR solutions, ii) Threats
and Risks associated with artificial intelligence and privacy when
retrieving information, and iii) Future challenges regarding PPIR.
The complete interview protocol, including the questions asked,
is publicly available in the repository4. Each of the four expert
interviews was conducted independently by one author.

The first objective that PPIR research should aim at achieving
is highlighted by the PR, who focused on the limitations of DP.
In particular, they observed that although 𝜀-DP is insufficient to
protect the privacy of textual data such as queries and documents,
it is an initial defence strategy for protecting user privacy when
dealing with unstructured data. PR also stressed that one of the
main challenges presented by obfuscation mechanisms based on
DP is that the formal privacy budget 𝜀 used can vary widely across
mechanisms, and higher or lower formal parameters do not affect
the actual privacy provided to the texts. This observation also aligns
with previous literature on the topic [29, 45, 76]. In practice, most
existing privacy frameworks are designed for structured data and
provide strong guarantees only in such a usecase. Therefore, as
4https://anonymous.4open.science/r/PrivacyResearchAgenda4PPIR/README.md
an actionable objective derived from the interview with PR, we
mention the following statement:

Objective O1: “To develop new standard privacy solutions for text
and unstructured information.”

PR emphasised the importance of developing a unified frame-
work to evaluate the privacy of textual data used in different steps
of IR, creating a formal benchmark able to produce a hierarchy
among privacy mechanisms, developing ad-hoc test collections, pri-
vacy metrics, taking into account also the user perspective on what
privacy in such unstructured context is. Furthermore, as a method-
ological note, PR and IRR agreed on the importance of developing
open-source algorithms to help the research validate, reproduce,
and further improve state-of-the-art mechanisms. This leads to the
second objective to achieve effective PPIR:

Objective O2: “To develop techniques, processes, and metrics to
assess and evaluate textual privacy.”

IRR stated that the privacy issue necessitates a more thorough
explanation to users to enhance their awareness and education, so
that they do not settle for the default privacy settings provided by
private companies, but seek more suitable and tailored alternatives.
Both PR and IRR underscored the importance of understanding
what users perceive as privacy for textual data and the need to
develop new standard definitions that are strictly dependent on
user awareness and the application context. Therefore, to develop
effective PPIR, it is necessary to achieve the following objective:

Objective O3: “To consider User Privacy subjective definitions and
perceptions in PPIR.”

A different point of view on the concept of privacy is provided
from a legal and policy perspective. LE emphasised that the existing
technical and legal frameworks do not provide a unified definition
for translating legal privacy guarantees into technical privacy so-
lutions. Hence, this absence of a clear definition complicates the a
priori definition of which contexts should be classified as private.
Furthermore, this disparity deepens the range between privacy
as an area of research in computer science and law, and the per-
ceptions users hold about what privacy is and what they believe
it should represent. As a future research objective, LE identified
the need for a cohesive framework that encourages and enables
the translation of technical definitions of privacy into their legal
counterparts. This can be translated into a practical objective:

Objective O4: “To develop a cohesive framework to translate legal
privacy concepts into technical solutions.”

According to CE, themain issuewith the current PPIR techniques
is related to the effectiveness of masking information before query-
ing and accessing it. They highlight the negative impact of PPIR
techniques on the trade-off between privacy and utility, often result-
ing in significant performance degradation. Both effectiveness and
efficiency are severely harmed by PPIR. These shortcomings include
retrieving non-relevant documents and extending the overall re-
trieval process time. In this regard, both PR and the IRR highlighted
the current computational effort of PPIR solutions, including the
resources required by cryptographic protocols and the embedding
of textual representations. Such resource constraints may slow the
widespread implementation of PPIR measures in practical scenarios.
In such contexts, users may choose to lose privacy guarantees in

https://anonymous.4open.science/r/PrivacyResearchAgenda4PPIR-8B5D/README.md
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Main Bottlenecks:
Computational effort of PPIR.
Decreasing the quality of the retrieved document list is
another challenge, as our users may be unsatisfied
with the results we present.
Privacy is strictly context and user-dependent.

New Threats and Risks:
Trusting more GenAI systems leads to sharing more
private information. Prompting can reveal more
detailed information than keyword queries with
traditional IR systems.

Future Challenges:
Privacy is linked with user awareness and education
when using IR systems.

IR Researcher (IRR): Take-aways

Main Bottlenecks:
Standard definition of what privacy for textual data is.
Efficiency is another challenge in implementing reliable
and robust privacy guarantees.
DP is not sufficient to provide privacy for texts;
however, it can still act as a suitable privacy defence.
Understanding where privacy is best provided: users’
or servers’ sides, during training/generation.

New Threats and Risks:
LLM s as adversarial systems for inference of personal
information emerging from texts.

Future Challenges:
Standardisation of privacy metrics, formally
benchmarking PPIR mechanisms.

Privacy Researcher (PR): Take-aways

Main Bottlenecks:
Effective masking of private information before
querying and accessing it.
Trade-off between Privacy and Utility, considering the
significant degradation of the results’ quality.

New Threats and Risks:

Handling the privacy of data during training and fine-
tuning pipelines.
Problems of copyright disclosure of patents, private
emails, and confidential projects during generation.

Future Challenges:
Privacy auditing of generative systems adapted to
prevent information leakage.

Cybersecurity Expert (CE): Take-aways

Main Bottlenecks:
A common framework to translate legal privacy
guarantees to technical privacy.
Challenge of uniquely defining a priori which are
private contexts and which are not.
Privacy to be clearly explained to users.

New Threats and Risks:

Possible legal collisions within the legal directives and
guidelines as the technology evolves.
Implementation difficulties of privacy principles.

Future Challenges:
From theoretical definitions to actual implementation of
privacy and vice versa.

Legal Expert (LE): Take-aways

Figure 2: Main Take-aways from the interviews with experts. The points raised by the experts are organised considering the
main topic of the interview protocol: bottlenecks of PPIR, new threats and risks, and future challenges.

favour of rapid access to relevant documents. This guides us to
formalise the fifth objective of our PPIR research agenda:

Objective O5: “To improve the utility-privacy and efficiency-
privacy trade-offs of PPIR solutions.”

A common topic discussed by all the experts regards the role
that LLMs and GenAI have in novel IR paradigms and with respect
to PPIR. According to CE, the risks and threats associated with
the use of LLMs for IR include the secure handling of private and
personal data throughout the training and fine-tuning processes
of the generative systems used by company staff and production.
These concerns include the potential for the leakage of sensitive
information, such as private data, confidential emails, and corporate
patents, particularly when employing RAG pipelines. Furthermore,
as future challenges, CE emphasised the importance of researching
new privacy-auditing procedures for these systems to effectively
address them and mitigate the exposure of private information. Sim-
ilarly, IRR highlighted a potential risk of self-disclosure of personal
information within generative systems. In traditional IR systems,
users typically construct queries consisting of a limited number
of terms to represent their information needs. In contrast, RAG
systems often yield prompts that span a broader range of terms
and information, thereby enhancing the quality of generated re-
sponses. This more specific context may pose privacy concerns, as
it increases the likelihood of disclosing more personal information.
Both researchers recognised that another privacy issue arises from

the inadvertent generation of personal information that may have
been used during the training phase. On a slightly different line,
PR suggested that LLMs cannot be used as black-box systems to
ensure privacy, as they provide no formal guarantees. Finally, LE re-
ported that complying with legal requirements can be challenging.
Although privacy principles exist, e.g., Data Minimisation in the
GDPR [34], it is often unclear how to implement them concretely
in technical systems, especially in generative systems [55]. As a
common objective for our community, this can be translated into:

Objective O6: “To improve PPIR resilience for GenAI Systems.”

4 Perspectives on Achieving the PPIR
Objectives

This Section discusses the objectives defined in Section 3 for the IR
pipeline. For each objective, we also detail its perceived criticality
to the group most affected by privacy violations: the end users.

To understand IR users’ perspectives and preferences regarding
privacy in information access systems, we developed a multiple-
choice question survey. The survey was promoted using online
social networks and survey platforms5. The study was available
in English to people aged 18 years and above. We did not use any
additional inclusion or exclusion criteria for the survey. Table 1
reports the demographics of the 63 users who completed the survey.
5We published the user study on research-related online platforms, i.e., SurveyCircle
(https://www.surveycircle.com/en/) and SurveySwap (https://surveyswap.io/)

https://www.surveycircle.com/en/
https://surveyswap.io/
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Figure 3: Bidimensional t-SNE of original and obfuscated ver-
sions of the TRECDeep Learning 2020 queries [25]. The × are
the embeddings of the original queries, while the coloured
circles are the ones produced by different obfuscations.

Data was collected anonymously. The first page of the survey out-
lined the scope of the questions and informed participants that no
personal information would be collected or processed. We release
the survey items and the results in the paper repository.

Table 1: Users’ demographic observed in the survey.

Variable Category Users % Variable Category Users %

Age

18-25 20 31.7

Location

Europe 49 77.7
26-35 29 46.0 North America 10 15.9
36-45 6 9.5 Asia 2 3.2
46-55 3 4.8 Other 2 3.2

56-65 3 4.8

Occupation

Students (BSc, MSc) 19 30.1
>65 2 3.2 Researchers 18 28.6

Gender
Male 40 63.5 Industry Employees 17 27.0
Female 23 36.5 Others 9 14.3

O1: New Privacy Solutions. Specifically highlighted in the ex-
perts’ interviews, the first objective for a more robust PPIR is the
need for new privacy-preserving definitions. Current state-of-the-
art techniques in PPIR rely mainly on heuristics, formal privacy
guarantees, or cryptographic frameworks. However, IR and privacy
practitioners should focus on the meaning of privacy for unstruc-
tured content, such as text. Unlike structured data, like tables con-
taining identifiers, quasi-identifiers and sensitive information [31],
whose privacy can be adequately protected using solutions such as
𝑘-anonymity [72], ℓ-diversity [51] and 𝑡-closeness [47] or the tradi-
tional definition of 𝜀-DP [33], unstructured data might be vague and
contain private information beyond those categories that cannot
be protected in the same manner. An important consideration cur-
rently missing in the application of formal frameworks for textual
privacy is a complete understanding of the goals for safeguarding
words in user queries and documents. As noted by the PR expert,
DP is a possible solution to enhance privacy guarantees of obfus-
cated textual data, as it is formally grounded in a mathematical
framework. However, to ensure privacy concretely, obfuscation
mechanisms should go beyond formal formulations and explore

this problem through a contextual lens [10, 57]. In non-structured
texts, the concept of privacy does not depend only on the presence
of specific terms, and it is especially influenced by the context in
which a word appears. For example, the sentences “The patient
shows symptoms of mercury present in the blood” and “The child said
that Mercury is the smallest planet in the solar system” illustrate
how context can reveal privacy concerns. Despite both sentences
containing the term “mercury”, they require a distinct approach to
safeguard privacy: the first sentence reveals an individual’s medical
diagnosis and thus concerns sensitive and confidential information,
whereas the second sentence addresses a widely recognised scien-
tific fact. Thus, it is important to handle these cases with privacy
strategies tailored to the specific context, and only when necessary.

O2: Standard Textual Privacy Evaluation. Once privacy is
provided for unstructured content, an important challenge is to
assess the level of privacy for such data. In particular, we want to
ensure that the obfuscated text does not leak information about
the original one. This is particularly challenging when it comes to
encoding text in dense embedding spaces, used by most modern
IR systems, as it has been observed that sentence embeddings can
leak the overall sentence, enabling inference attacks [46, 74].

To assess such a risk, we use all-MiniLM model [61] to embed
the original TREC Deep Learning 2020 [25] queries and their obfus-
cated versions into a 768-dimensional embedding space. To generate
the obfuscated queries, we use the pyPANTERA framework [27].
Such obfuscations are constructed using different DP mechanisms,
namely Noisy Embedding and Sampling, cf. Section 2. Traditional
privacy evaluation measures compute similarity between dense rep-
resentation vectors to assess the semantics of the underlying texts.
Formally, this means computing the cosine of the angle between two
vectors in an Euclidean space. To visually show what this means,
we use t-distributed Stochastic Neighbour Embedding (t-SNE) di-
mensionality reduction to obtain a two-dimensional representation
of the queries and their obfuscations. The t-SNE algorithm [75]
maps high-dimensional embeddings to a two-dimensional plane,
i.e., R2. This technique ensures that vectors that are similar in the
higher-dimensional plane are represented as points close together
in R2, while dissimilar vectors are mapped as points farther apart,
thereby preserving the original similarity relation within the vec-
tors. Figure 3 shows the t-SNE of the DP query obfuscations at
different levels of privacy budget 𝜀. From the results we obtained
for the query obfuscation protocol, we showed how the embeddings
of the obfuscations distribute in the vector space relative to the
originals. As the 𝜀 increases, we report a clear trend for almost every
DP mechanism: the embeddings of the obfuscated queries converge
significantly towards those of the original ones. This geometric
proximity implies that the obfuscated variants retain a semantic
representation close to the sensitive original one, which is intended
to be masked. Thus, the cosine similarity computed using the tra-
ditional privacy metric for high 𝜀 indicates that the obfuscation
mechanisms fail to properly assess the privacy protection for the
users’ intents. In a real-world scenario, an adversary, or a mali-
cious IR system, could exploit this high semantic similarity to easily
invert the obfuscation and infer the original users’ query [29].

O3: Users’ Privacy Perspectives. To develop more reliable and
resilient privacy solutions, PPIR researchers should also consider
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Table 2: Average nDCG@10 achieved on the TREC Deep
Learning 2020 [25] submitting 20 obfuscated variants (per
query in the collection) to the TAS-B retrieval model [41],
reranking the retrieved list of documents with Dragon+ [48].

Kind of Queries submitted 𝜀 - Privacy Budget
1 5 10 15 20 No DP

Original Queries 0.672
Obfuscation Strategy Mechanism

Heuristics
AEA [8] 0.590
FEA [39] 0.153

Noisy Embedding

CMP [37] 0.002 0.024 0.581 0.668 0.666
Mahalanobis [79] 0.000 0.002 0.426 0.657 0.667
VickreyCMP [80] 0.002 0.001 0.480 0.653 0.667
VickreyMhl [80] 0.010 0.016 0.302 0.630 0.657
DP-COMET CMP [28] 0.050 0.687 0.697 0.697 0.697
DP-COMET Mhl [28] 0.024 0.687 0.694 0.695 0.696

Noisy Sampling
TEM [16] 0.000 0.671 0.671 0.671 0.671
SanText [83] 0.003 0.666 0.665 0.666 0.666
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Figure 4: “If a search engine stores your original/obfuscated
queries to improve services, what do you consider an accept-
able retention time period for them?”. The Δ represents the
percentage difference between users’ preferences for the ac-
ceptable retention time of obfuscated vs. original queries.

No

49.3%

I don't know

44.4%

Yes

6.3%

Q1
Companies

38.1%

Government or
Third Party Authority

60.3%

Users
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Q2

Q1: Do you feel that current Privacy Policies provided by search engines are written in a way that
you can easily understand?

Q2: Who do you think should be responsible for protecting the user privacy during the search?

Figure 5: User results on the perspectives about privacy poli-
cies and responsibilities during search tasks.

users’ perspectives on what is and how intended privacy is achieved
in such scenarios. Regarding the use of cryptography in interac-
tions with IR systems, a significant majority of survey respondents
(54%) indicated that current measures are inadequate for ensuring
their privacy. Conversely, only 7.9% of participants believed that
the current level of cryptographic protection is sufficient to achieve
strong privacy in this process6. On the other hand, in Figure 4, we
report the aggregated findings from two questions about the reten-
tion times of queries submitted to a search engine. When asked for

how long their original queries should be retained by the IR system,
the majority of respondents were divided between the two options:
“Never store” and “Less than 30 days”. Conversely, for the obfus-
cated queries, the retention time shifted towards an elapsed period,
i.e., “From 30 days to 1 year” and “Indefinitely”. This distribution
shift reveals a significant difference in users’ acceptable retention
times between the two query types. Users generally prefer shorter
retention periods for original queries, whereas they favour longer
storage times for obfuscated queries. This preference indicates a
difference of 15.87% to 20.63% in the retention times of obfuscated
and original queries, suggesting a tendency for obfuscated queries
to be retained for more than 30 days and to persist indefinitely.

6Pie charts with the complete survey statistics are available in the repository.
O4: Legal and Technical Privacy. An important aspect to con-

sider when developing PPIR solutions is the compliance with the
law, thus being able to translate a legal guideline or directive into
a technical framework [55, 62]. In our survey, we examined users’
perceptions of search engines’ privacy policies, specifically their
transparency and clarity. Figure 5 reports the users’ perspectives
on such matters, also analysing them from a legal point of view
when using IR systems, requiring who should be accountable for
privacy in such scenarios. The findings indicate that only 6.3% of
users feel they can easily comprehend these policies. In contrast,
49.3% of respondents believe the policies are not clearly written,
hindering their effective understanding. The remaining users, i.e.,
44.4% of participants, reported that they are either unaware of the
policies or do not read them. On the other hand, when asked who
should be held accountable for privacy, the general public primarily
falls into two categories: a negligible minority of 1.6% of the users
believed that the responsibility should lie with the users themselves.
Conversely, 60.3% of the interviewed were in favour of government
or third-party authority intervention, while 38.1% expect search
engine providers to be responsible for the privacy of their systems.
This signals strong demand for solutions that enforce a “privacy by
default” and for regulatory oversight rather than active user con-
figuration. These results emphasise a major concern also pointed
out during the IRR interview: users’ awareness and behaviour re-
garding privacy solutions. Figure 5 shows a scenario where, since
the users do not understand the dynamics of privacy, they do not
want to be accountable for it, rejecting the concept of individual
liability, and thus viewing PPIR not as a strictly personal task, but
as an external obligation directed at them.

O5: Utility vs. Privacy. The Utility vs. Privacy trade-off is at the
core of PPIR. This remains one of the most critical issues, especially
when retrieving relevant documents from an untrusted system that
lacks any mechanism to protect users’ privacy. For example, in
query obfuscation protocols [13, 27, 36], the user query is altered
before being submitted to the IR system using obfuscation mecha-
nisms, cf. Section 2. To empirically test this utility-privacy trade-off,
Table 2 reports the results of a query obfuscation protocol, using
the same approaches used to build Figure 3. In addition, we used
heuristic-based query obfuscation employing the AEA and FEA
mechanisms. The utility, measured as normalized Discounted Cu-
mulative Gain (nDCG) [43] at the first 10 documents (nDCG@10),
is achieved by submitting 20 obfuscated queries, for each of the
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Figure 7: “If a new search engine were to be released, which
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shows a feature added by one of the respondents.
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Q3: How concerned are you that the queries you prompt to an AI system might be used to "train" the
model and the data you provided could potentially reappear in future answers given?

Q4: With the rise of AI-powered search (e.g., Google Gemini or MS Copilot), how does your concern
regarding privacy change?

Figure 6: Users’ concerns about personal texts being used by
Generative AI models integrated in IR systems.

original queries in the TREC Deep Learning 2020 collection [25] to
TAS-B [41]. The original queries were ultimately used to rerank the
retrieved document list employing Dragon+ [48] as a local system.

The results illustrate the impact of varying privacy levels, as
indicated by changes in the privacy budget 𝜀. These changes yield
distinct values of nDCG@10, therefore showing one major con-
cern raised by PR during their interview. Specifically, stricter pri-
vacy regimes tend to result in greater user effectiveness loss, while
less private configurations are associated with higher nDCG. Con-
versely, heuristic-based mechanisms are more effective for users
than hard DP privacy mechanisms, such as those with 𝜀 = 1, 5. We
emphasise that this heuristic level of privacy is not strictly compa-
rable to the formal assurances of 𝜀-DP, as the former mechanisms
are not defined with respect to any 𝜀, and the privacy parame-
ters are used in different ways during obfuscation. Nevertheless,
these results offer a promising outlook for PPIR: the obfuscated
queries generated by the DP mechanisms achieve the same, or even
outperform, e.g., DP-COMET, the original queries’ effectiveness.
This shows that it is possible to maintain a full task utility while
providing a layer of privacy for the users’ requests.

O6: Privacy and Generative Systems. One result of our user
study, Figure 6, reports users’ attitudes toward integrating gen-
erative AI systems into commercial search engines. Specifically,
participants of the study were asked about their concerns regarding
personal search queries and prompts submitted to such systems

that might be used for the model training, potentially resulting
in the “data regurgitation” [14] during future system-generated
responses. The results show that 34.9% of respondents express ex-
treme concern about this vulnerability, while 6.3% and 12.7% report
being not at all or slightly concerned, respectively. The remaining
46% of users indicated either very high concern (25.5%) or moderate
concern (20.6%). Furthermore, we interviewed participants about
their concerns regarding the rise of AI-powered search engines, e.g.,
MS Copilot and Google Gemini [32, 73]. A marked 81% majority
reported significant concerns about these systems, with only 3.1%
expressing less concern about their privacy and 15.9% reporting
unchanged concerns toward potential privacy risks.

5 Proposing a Future PPIR Research Agenda
In this Section, we present our proposed PPIR Research Agenda
composed of three concepts to shape future research trajectories
in IR. Considering the results of the interviews with the experts
about the technical feasibility and regulatory frameworks, and
the experimental evaluation, to address the objectives defined in
Section 4, we present the Privacy Research Pillars (PRPs), principles
that we advocate to be investigated by the research community in
IR: 1) Technical Privacy Definitions, 2) Implementation Rules for
PPIR, and 3) Standard Privacy Evaluation.

5.1 PRP1: Technical Privacy Definitions
In the first Privacy Research Pillar (PRP 1), we propose a redesign
of the theoretical principles for technical definitions of privacy. Sen-
sitive information can be exploited for malicious purposes, leading
individuals to be unwilling to share it with IR systems. In our sur-
vey, we asked participants to express their level of concern about
sharing personal information, i.e., medical conditions, personal
income, and sexual preferences, with commercial search engines
when searching online. A combined 50.80% of respondents indicated
that they are either extremely concerned (23.8%) or very concerned
(27.0%) about this issue. These findings confirm what was reported
by Sharma et al. [69] and raise an important open challenge: the
current privacy definitions applied to textual queries and docu-
ments are insufficient for appropriate user privacy protection and
do not account for which data are sensitive and thus should be
more privatised than non-sensitive data. We suggest formulating
new privacy definitions that consider the sensitivity of texts as a
key aspect when privatising queries and documents in IR pipelines,
going beyond formal privacy guarantees, and offering different lev-
els of privacy based on. For example, using a risk-based approach,
as outlined in the AI Act in the EU [35, 64], can represent an initial
step towards more comprehensive privacy definitions.

PRP 1 aims to achieve the objectives O1, O3, O4 and O5. The
development of new privacy approaches depends on formal mathe-
matical definitions of privacy, either based on computational ap-
proaches such as cryptography or 𝜀-DP. These definitions set the
milestones upon which privacy and IR practitioners can develop
new systems that have privacy in their core, not only from a formal
perspective but also from a practical one, thereby achievingO1. The
new technical definitions should align with each user’s personal
understanding of privacy. This shift will transform the existing
formal privacy model into a more user-centric one. Such a system
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will enable users to privately retrieve information while allowing
companies to process and analyse the data, ultimately achieving
their business objectives in a trusted, user-safe fashion (O3 and O4).
Finally, the privacy-utility trade-off, maximising the utility of data
used and the privacy guarantees provided to such data, represent
another guideline for developing these new techniques: finding the
optimal degree of trusted information released, how to evaluate
such degree, and, at the same time, measuring the utility of the
privatised data, can help practitioners to produce adaptive privacy
mechanisms that can be tuned to specific scenarios and users (O5).

5.2 PRP2: Implementation Rules for PPIR
An essential aspect of privacy also concerns the rules for implement-
ing PPIR solutions into IR systems, which we propose as the second
Privacy Research Pillar (PRP 2) of the future research agenda.

Figure 7 shows the users’ preferences regarding privacy features
for a potential new search engine. The findings reveal that 61.90%
of respondents would prefer the absence of tracking techniques
for personal queries, while 57.14% favoured the masking of search
queries and personal history. In the second place, participants ex-
pressed a desire for increased device-only information process-
ing and the implementation of open-source algorithms in such a
search engine, with 42.86% and 28.57% of participants expressing
these preferences, respectively. These results suggest a hierarchi-
cal model of user privacy expectations: the strong preference for
non-tracking [54] and for query obfuscation techniques [36] imply
that users view anonymity as a fundamental requirement, whereas
local processing and algorithmic transparency represent secondary
choices. For the development of PPIR frameworks, this implies that,
while architectural transparency is valued by users, the success of
a privacy-resilient IR systems depends on protecting personal data
during the interactions with the deployed system.

Therefore, PRP 2 aims to achieve the objectives O3, O4, and
O5. Such new implementation guidelines can codify users’ privacy
perspectives more closely, leading to a solution deployment that
better reflects users’ privacy priorities rather than technical and
formal privacy constraints. For example, by organising feedback
channels within IR systems, taking into account the heterogene-
ity of the user population and the different views on privacy and
contextual concerns, a new privacy definition and frameworks can
be grounded through a user validation process (O3). Finally, estab-
lishing strict implementation rules for PPIR can help to address
the trade-off between privacy and utility, setting new frameworks
that quantify and optimise both dimensions. Such implementation
guidelines would enable privacy practitioners and researchers to
make more informed decisions about acceptable losses in order to
achieve specific performance or privacy goals, such as threshold
results quality, indistinguishability between original and privatised
results, protection against external eavesdroppers, and against in-
ference and membership attacks. Privacy practitioners can develop
frameworks that adjust privacy based on query sensitivity and user
context, enabling dynamic optimisation of the trade-off rather than
a static one. Moreover, new rules for implementing PPIR can bridge
the gap between technical privacy mechanisms, user awareness,
and policy guidelines, mandating transparency and fairness require-
ments, generalised consent protocols, and user-designed privacy
paradigms. By setting up clear and more understandable privacy

policies, cf. Figure 5, and architectural choice, e.g., integrating feder-
ated learning or 𝜀-DP into IR pipelines [60, 77], user privacy models
can be properly addressed, while maintaining a robustness towards
the personalisation and effectiveness of the systems (O4 and O5).

5.3 PRP3: Standard Privacy Evaluation
The final Privacy Research Pillar (PRP 3) that wewant to define aims
to support the importance of assessing the levels of privacy provided
to unstructured content. As explained in Section 4, current privacy
evaluation frameworks for IR tasks, such as query obfuscation,
rely either on the 𝜀-DP definition or on ad hoc heuristics. This
pillar addresses the central question: How can we develop rigorous,
standardised evaluation frameworks that quantify privacy protection
for IR related tasks by accounting for semantic inference, linguistic
context, and adversarial reasoning capabilities?

PRP 3 aims to achieve the objectivesO2, O3, andO6. We envision
research integrating information measures of semantic similarity,
adversarial protocols, and inference risk frameworks, using state-of-
the-art language models as informed attackers, and compositional
privacy metrics that capture both direct information leakage and in-
direct inference through semantic relationships. Such frameworks
would serve not only as a ground-truth benchmark for comparing
redaction and perturbation-based obfuscation techniques, but also
as a means to provide interpretable privacy guarantees that account
for what adversaries can realistically infer from protected text (O2
and O6). We also advocate a transition to more empirical privacy
auditing, shifting from formal assumptions to practical evaluations
beyond formal privacy parameter analysis, which may not provide
users with a proper assessment of textual privacy. To achieve this
standard evaluation of textual privacy, we encourage IR communi-
ties, e.g., TREC7 and CLEF8, to promote initiatives that aim to create
not only ad hoc collections for evaluating privacy mechanisms, but
also support challenges aimed to formalise new measures for PPIR
tasks, as previously accomplished in other studies [67, 68]. Such
new collections and challenges can raise awareness in the research
community, thus improving the development and deployment of
private IR systems that prioritise privacy (O3).

6 Conclusion
In this perspective paper, we proposed a novel research agenda
for Privacy-Preserving Information Retrieval (PPIR). The main con-
tributions of this paper are the identification of the objectives to
achieve a sustainable and effective PPIR and the definition of new
Privacy Research Pillars (PRPs), i.e., novel research trajectories for
unsolved privacy problems. These pillars aim to open new research
paths to develop solutions that address the objectives identified
and discussed to mitigate threats and emerging privacy risks in
IR. The study considered current state-of-the-art techniques for
protecting user and system privacy against adversaries seeking to
disclose personal information used in IR systems. The PRPs’ objec-
tives are supported by privacy experts from industry, research, and
legislative backgrounds who were interviewed, by users’ perspec-
tives collected via an online survey, and by experimental evidence
obtained employing state-of-the-art protocols. The results show
7https://trec.nist.gov/
8https://www.clef-initiative.eu/

https://trec.nist.gov/
https://www.clef-initiative.eu/
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that such technical solutions provide a preliminary answer to the
privacy issue in IR, but are not yet fully satisfactory. Thus, the
proposed PRPs outline future work to pursue in new directions,
offering valuable insights for the research community. Despite the
limited users’ sample size, i.e., 4 privacy experts and 63 survey
respondents, this study significantly contributes to the definition
of a future research agenda for the IR community, and we claim
that these findings provide a robust starting point.

GenAI Usage Disclosure
FollowingACM’s guidelines on the use of generative AI tools (Gram-
marly Pro), we disclose that generative AI technologies were used
solely to assist in code debugging and grammar checking during the
preparation of this paper. All research ideas, experiments, analysis,
and writing were conducted and critically reviewed by the authors.
No part of the scientific content or creative reasoning has been
generated or substantially rewritten by generative AI tools alone.
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