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Abstract—This paper presents a Secure Code Update (SCU)
system for Wireless Sensor Networks (WSNs). This solution
achieves different security goals. First, through a dedicated
authentication protocol it provides protection against the
corruption of code images during their dissemination. Au-
thentication routines exploit a lightweight asymmetric T-time
signature algorithm [1] and allow the out-of-order reception
of data blocks. Second, confidentiality is provided through
the implementation of an optimized symmetric encryption
suite, designed to leverage the processing capabilities offered
by typical IEEE 802.15.4 radios. Last, our solution offers
protection against denial of service attacks. In the first part
of the paper we present the integration of this security system
with the SYNAPSE++ reprogramming protocol [2], focusing
on the description of the security suite as well as on its salient
implementation aspects. After this, we present experimental
results that demonstrate the effectiveness against security
attacks and quantify the loss in performance due to the addition
of security components to SYNAPSE++.

Keywords-Wireless Sensor Networks; security; authentica-
tion; Denial of Service; Secure Code Update.

I. INTRODUCTION AND RELATED WORK

Updating the code running on Wireless Sensor Network
(WSN) nodes is a necessary service, which can be used
to remove bugs or to add new functionalities after the
sensors have been deployed. In open, public, untrusted,
or even hostile environments, protecting the code update
operation against adversarial interference is an essential
requirement. Otherwise, an insecure code update may pro-
vide an adversary with a backdoor rendering any security
mechanism useless, and may even become a serious risk
for the owner. There are mainly three security aspects to be
considered in the desing of a Secure Code Update (SCU)
mechanism. First, a SCU mechanism shall only allow the
load of authentic code images into the nodes’ memory.
Second, a SCU mechanism must detect the dissemination
of a modified or corrupted code image as early as possible.
The need is to avoid unnecessary energy consumption due
to the propagation of a corrupted image over multiple hops
and to the re-transmission of its pages. Finally, a SCU
mechanism must keep the secrecy of a code image being
disseminated. The need is to prevent eavesdroppers from
gaining information on the content of the code image.
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Related Work: regarding the first two SCU objectives,
code image authentication and Denial of Service (DoS)
resilience, several works [3]-[6] have been published. These
solutions are based on the Deluge [7] reprogramming pro-
tocol. The basic idea behind these solutions is to bootstrap
the code image authentication using a digital signature and
to propagate the security of the signature through the code
image by means of hash chains. The main difference among
them is the number of hash chains used, the granularity
of the data being hashed and the amount of flexibility in
verifying the packets when arriving out-of-order. We observe
that out-of-order delivery of packets often occurs in wireless
networks due to, e.g., multiple parallel transmissions of the
same content by different nodes, collisions, etc. Some SCU
protocols require strict in-order delivery, which unavoidably
makes the packets received out-of-order useless. Being able
to process out-of-order packets speeds up the secure repro-
gramming phase with savings in terms of time and energy.

Also, the need for implementing a digital signature
scheme such as ECDSA or RSA on sensor nodes is the
main problem with [3]-[6]. Some efficient ECDSA and
RSA implementations have been recently reported for use
in sensor nodes [8], [9]. However, using them for SCU
protocols would leave too little ROM space for a shared
implementation of security routines and code update logic.
Ugus et al. [1] proposed a purely symmetric signature
scheme called T-TimeSA [1] to overcome this problem.

Other symmetric SCU solutions based on Deluge are
presented in [10] and [11]. [10] exploits an approach similar
to pTesla [12], exploiting the delayed disclosure of the MAC
keys used to authenticate the packets. The main drawback
of this scheme is the need for a loose and secure clock
synchronization between all sensor nodes and the base
station. An approach based on multiple one-way key chains
is proposed in [11]; this work does not consider DoS attacks
and the possible out-of-order delivery of packets.

Tan et al. [13] proposed a Deluge-based SCU mechanism.
This protocol, which supports code image encryption, is an
extension of [11] with a weak authenticator for a digital
signature. The packets of a code image are encrypted by
using the hash of a packet as the encryption key for the same
packet. The adversary can decrypt the code image and inject



malicious packets to perform DoS attacks by compromising
a sensor node. Therefore, we believe that the level of security
provided by this solution for code image confidentiality is
no better than simply using the link layer encryption that
we adopt in our solution.

Bohli et al. [14] presented a security mechanism for code
update protocols based on rateless LT Codes. Their scheme
does not consider code image confidentiality and does not
support the out-of-order delivery of pages.

Our Contribution: the SCU system proposed in this
paper has been designed to securely reprogram, in a com-
pletely decentralized fashion, dense Wireless Sensor Net-
works (WSNs) spanning over multiple hops. The system
disseminates the new software using SYNAPSE++ [2] as
the underlying protocol for data distribution. SYNAPSE++
is a reprogramming protocol featuring routing functions and
an error recovery engine based on computationally efficient
fountain codes. It builds routing trees on-the-fly, so as to
adapt to any (connected) topology. A dedicated “program-
start” message is sent by the Base Station (BS) prior to
the dissemination to wake up sleeping sensor nodes and
to prepare the network for the subsequent programming
phase. After that, the software is spread to the network
nodes following an epidemic approach similar in style to
that of Deluge [7], i.e., the nodes with the new software send
advertisements (ADVs) to their neighbours. The neighbours,
in turn, send back request (REQ) messages in case they
still have to receive the software. This procedure is iterated
until the entire network is programmed. SYNAPSE++’s
dissemination protocol is detailed in [2], [15].

Our security system integrates into SYNAPSE++ the
following security functionalities: confidentiality, protection
against the dissemination of corrupted images and against
Denial of Service (DoS) attacks. Each security component
has been optimized accounting for the memory requirements
of the selected sensor platform (TelosB nodes [16]) and the
interactions with SYNAPSE++’s dissemination protocol.

This paper is structured as follows. Section II presents the
SCU system, discussing our design criteria and showing how
we integrated SCU routines into SYNAPSE++. Section III
discusses the security level of each security component.
Section IV shows experimental results on the effectiveness
of our SCU system against security attacks and on the loss in
performance due to the addition of our security components
to a non-secure system. Section V concludes the paper.

II. SYSTEM DESCRIPTION

In a WSN it is particularly important to secure the
code update process with regard to the following security
requirements:

1) Code image confidentiality: the secrecy of the dis-
seminated code images must be protected against unau-
thorized entities. The updated code images need to
be kept secret to prevent eavesdroppers from gaining
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Figure 1. Encryption diagram for the OFB operation mode.

information on new images being disseminated to the
sensor nodes.

2) Bogus code image protection: the code image needs to
be authenticated in order to prevent the WSN from run-
ning corrupted software, which could make the WSN
useless or even involve a serious risk for the owner.
Hence, no sensor node shall write an unauthenticated
code image into its memory. This amounts to ensuring
authenticity and integrity of the data.

3) Denial of Service protection: the reprogramming pro-
tocol shall prevent the nodes from performing energy
exhausting operations when an adversary interferes
with the wireless medium by sending modified packets;
this type of attack is referred to as Denial of Service
(DoS). Note that modified or corrupted data shall be
detected as early as possible during the code update in
order to avoid unnecessary energy consumption due to
the propagation of malicious code over multiple hops
and to keep the parts of the code image that need
retransmission at a minimum.

In the following, we discuss how these requirements are
achieved by our SCU system.

A. Code Image Confidentiality

Confidentiality is achieved through a suitable encryption
algorithm. The first issue to face when designing an en-
cryption/decryption suite is the selection of a block cipher.
In this respect, conflicting results have been obtained in
the literature, depending on the optimization goals, such as
memory requirements, performance or energy consumption
(see [12], [17]-[23]). The primary goal in our case is to keep
a small ROM footprint, because a considerable amount of
space is already taken on the nodes by the reprogramming
protocol. Keeping memory occupancy and execution time
into account, we opted for the exploitation of the hardware
implementation of AES-128 (i.e., Rijndael [24]) provided by
the CC2420 radio chip of the TelosB platform.

Also, when the length of the data being encrypted is
larger than the block size of the employed encryption
routine, block ciphers must be combined with a so called
“operation mode”. The CC2420 radio chip only implements
the encryption function of AES-128 [25]. Thus, OFB, CFB
and CTR are the only possible operation modes and, among



them, we selected OFB due to its good performance [17].
Fig. 1 shows how OFB is used to encrypt data files of
arbitrary length. First, the plain code image is subdivided
into a suitable number of “plain data blocks” of smaller
size. The key is a shared key uploaded into the sensor nodes
during their deployment and the Initialization Vector (IV)
is a randomly chosen bit-string. Each plain data block is
encrypted using the block cipher and, for ¢ > 2, the result
from block 7 —1 is used as the initialization vector for block
i. The scheme of the decryption routine is identical with
“plain data block” and “encrypted data block” swapped.

We note that code images are encrypted only once at the
BS while sensor nodes only need to decrypt a received code
image before writing it into the program memory. Hence,
only the decryption routines need to be stored into the nodes.
In addition, since we use the AES-128 implementation of the
CC2420 radio chip, there are issues related to the concurrent
use of the radio chip for decryption and communication (e.g.,
transmitting and receiving packets). We carefully synchro-
nized these activities to keep this into account.

B. Bogus Code Image Protection

Security against bogus code image insertion attacks re-
quires protecting authenticity and integrity of the code image
being disseminated. Authenticity and integrity of the code
image can be protected by signing the entire code image
with a digital signature scheme. Since sensor nodes accept
a new code image only if its signature is valid, performing a
bogus code image attack requires a forgery on the employed
signature scheme. The success probability of such a forgery
is negligible, when a proper digital signature scheme is used.
Even though this approach allows detecting any corruption
occurring due to channel errors or malicious activities, it
is not very efficient due to the following reasons. First,
an invalid signature would imply a corruption on the code
image, but it would not indicate exactly which part of the
image is corrupted. In such a case, retransmission of the
entire code image would be required. This would not be very
efficient and could be exploited by adversaries to perform
resource exhausting DoS attacks. Second, due to its size,
a code image usually cannot be stored entirely into the
sensor nodes’ RAM. Therefore, the encrypted code image
is split into a number of Transport Blocks (TBs) whose size
complies with the memory requirements of the nodes. Thus,
the reprogramming protocol disseminates the program image
one block at a time. This implies that the verification of a
received code image must be performed over the individual
blocks when they are received rather than over the entire
code image.

To ensure this property, a code image is authenticated at
the BS before its dissemination, as illustrated in Fig. 2. First,
the code image is encrypted as described in Section II-A.
Thus, it is subdivided into a number Npg of TBs. The hash
value for each transport block is computed using a hash
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Figure 2. Authentication of the code image at the Base Station.

function (i.e., SHA1). Finally, these hash values together
with some header information, i.e., the software version
number and the Initialization Vector (IV) used to encrypt the
Nrp plain data blocks, are signed with a digital signature
mechanism (which will be discussed shortly). Hence, we in-
troduce a further block, called “bootstrap block”, containing
the hash values of the Ntp TBs, the signature message, the
initialization vector, and some header information.

Sensor nodes exploit the bootstrap block to verify the
authenticity of a received code image as follows. Upon re-
ception of the bootstrap block, they first verify the signature
message; this will validate all the data in the bootstrap block,
including the hash values of the following Ntg TBs of data.
At this point, these Npp hashes are stored into the nodes
memory and will be used to verify the remaining data blocks
when they are received. Note that this allows the verification
of the following Ntp blocks in an out-of-order fashion as
the Nrp hashes are calculated independently for each block.
This is a desirable feature for a dissemination protocol as
transport blocks are often received out-of-order in practical
cases.

‘We note that the bootstrap block can be signed with a con-
ventional digital signature scheme such as RSA or ECDSA.
However, these conventional digital signature schemes are
very expensive in terms of computational and memory
requirements. Moreover, even though some efficient imple-
mentations have been recently proposed for use in sensor
nodes [8], [9], using them for securing our reprogramming
protocol would leave too little ROM space for the dissem-
ination protocol. To overcome this drawback, a signature
scheme called T-TimeSA was developed in [1] that merely
uses a symmetric primitive i.e., a hash function. This allows
a small ROM footprint while, at the same time, providing a



sufficient level of security.

C. DoS Protection

Denial of Service is a subtle type of attack in WSNs.
An adversary sends forged or replayed messages that once
received at one or multiple nodes will force them to go
through energy expensive activities: the overall aim is that
of depleting the nodes’ resources. As an example, in a
routing protocol, these messages may contain false route
requests or route failures, whose reception will force the
nodes to check the validity of the current routing path or,
even worse, to start a new route discovery procedure (which
is an expensive operation for the node itself and for the
entire network). During a secure reprogramming event, fake
messages may contain invalid data that will be detected by
the authentication check but that will nevertheless force the
receiver to perform long and energy expensive operations.

Immunizing a node from these attacks requires methods
to distinguish between messages sent by trusted nodes
and forged or replayed messages sent by malicious ones.
These methods combine packet-level authentication with an
appropriate set of counters called “nonces” to guarantee the
freshness of received messages. The 802.15.4/ZigBee stan-
dard [18] includes a security suite specification to provide
access control, data encryption, frame integrity and sequen-
tial freshness (a counter is incremented at each transmission;
a check is performed at the receiver on this counter to make
sure that incoming packets are not replayed by an adversary).
Thus, the CC2420 radio chip provides these functionalities
and we exploit them in our solution to provide protection
against DoS attacks.

As a security service we used the CBC-MAC hardware
implementation of the CC2420 radio chip. Given a message
and a key, the sender creates a message authentication code
(MAC) tag by using the CBC-MAC module. The MAC tag
is appended to the packet being transmitted. The receiver,
which shares the key with the sender, recalculates the MAC
tag and compares it against the received one to guarantee
the message is authentic. The key is a shared MAC key
uploaded in the nodes during their deployment.

We note that the CBC-MAC authentication does not
guarantee data freshness but only provides a means to check
that a received message originates from a node possessing
the shared secret key. In order to provide packet freshness,
we had to analyze the reprogramming protocol and add the
appropriate set of nonces to each type of message. How we
did so is explained in the next subsection.

D. Integrating DoS Protection with SYNAPSE++

SYNAPSE++ is described in [2], but we will shortly
recall here the basics of its protocol. The messages sent by
SYNAPSE++ during the dissemination are: advertisement
(ADV), request (REQ), data (DATA) and command (CMD).

The CMD message is the simplest one. It is a control
message that is broadcast over the network by the BS,
telling the nodes to perform some operations, such as
FLASH formatting, rebooting, or loading stored images.
The ADV message advertises the image to be disseminated,
informing the receiver(s) about the blocks that are available
at the sender. Once a node receives some ADVs from its
neighbours, it decides which block(s) should be requested;
the request is performed through REQ messages. Once a
node receives some REQ messages, it decides which of
the requesting nodes should be satisfied and starts send-
ing DATA messages related to one of the requested TBs.
The selection of which TB should be requested (upon the
reception of an ADV by a neighbour) and which should
be subsequently satisfied (i.e., disseminated by a node that
previously sent ADVs) is performed taking priorities into
account, see [2]. Furthermore, data transmission periods for
nodes within a neighborhood are loosely synchronized.

Design of the nonces: nonces must be designed to
ensure freshness of authentic received packets. In our case,
a first measure is to maintain a counter of the number of
reprogramming sessions, and include it in each transmitted
packet. Although this guarantees that the message is not
a replay of a message sent in a previous dissemination,
it does not suffice to ensure freshness because an attacker
could successfully replay a message sent within the current
dissemination session.

We propose to use four nonces, one for each type of
packet, i.e., ADV, REQ, DATA and CMD. Each of them
contains the session counter, stored in each node’s permanent
memory, which is incremented by the BS at each dissemina-
tion session and updated by each node when a new session
is detected.

e Nonces for ADVs: in addition to the session counter,
ADVs also contain a cycle counter. The cycle counter
counts the number of ADV-REQ-DATA cycles per-
formed in a nodes neighbourhood in the current dis-
semination session. Session and cycle counters are the
nonce for ADV messages. The cycle counter is updated
at the reception of new ADV packets, and incremented
based on a timer when no ADVs are received. The latter
procedure is implemented to counteract the following
attack. Imagine the following transmission setup: a
node A is transmitting ADVs to a node B; a third
malicious node C sends a jamming signal so that node
B will fail to receive some of the ADVs sent by A. After
this, node C may reuse these lost ADVs that may be
deemed as valid by node B. However, this attack fails
if the cycle counter is updated at node B even when it
does not receive packets. In fact, node C cannot forge a
valid authentication code for a new counter value, i.e.,
for a counter value that has not yet been used.

e Nonces for REQs: REQs contain a cycle counter to
ensure freshness, which works as the one contained in
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the ADVs.

o Nonces for DATA messages: as ADVs and REQEs,
DATA packets contain the session id. In addition, they
also contain a block id and a further identifier that
locates the packet within the current TB. These three
ids are used to infer whether a packet is a duplicate.
Duplicate packets are discarded.

e Nonces for CMDs: CMD messages are broadcast by
the BS and must be received by all nodes. Hence, to
ensure freshness it is sufficient to maintain a counter,
incremented by the BS and updated by each node each
time a CMD is received.

E. Security Flow

In Fig. 3 we show the overall security flow for encryption,
decryption and authentication. At the sender side (i.e., the
BS), the plain code image is encrypted with AES-128 using
the OFB operation mode as detailed in Section II-A. This
takes as input the plain code image, an Initialization Vector
(IV), an encryption key, and returns the encrypted image.
After this, the encrypted image is authenticated using the
procedure illustrated in Section II-B. We note that the initial-
ization vector is chosen randomly at the BS and included in
the bootstrap block. Instead, the encryption key is a shared
key and is uploaded in the nodes during the deployment
phase.

At the receiver side (i.e., sensor nodes), the plain code
image is retrieved reversing the order of the previous security
operations, i.e., applying the authentication check first and
finally decrypting the encrypted image using the CC2420
hardware implementation of AES-128. Checking first the au-
thenticity has several advantages. In fact, a data packet upon
its reception is decrypted only after being authenticated. This
allows detection of data corruption due to channel errors
and/or adversarial interference without having to decrypt the
data in the packet. This has advantages in terms of resources
such as energy and processing time.

Using the same key for authentication and encryption is
not secure. Therefore, our secure code update mechanism
requires sharing two secret keys which are common to
all nodes (and which may be pre-loaded into the nodes

during their deployment). The first key is an encryption
key needed for encrypting/decrypting the code images as
described above. The second key is a message authentication
key needed to authenticate the communication packets at the
link layer as described in Section II-C.

III. SECURITY ANALYSIS

Code image confidentiality protection: there is no
known attack which breaks the security of AES-128 (128-
bit AES) faster than the exhaustive search (i.e., brute force
attack) [26]. Thus, using the AES-128 encryption of the
CC2420 radio chip practically provides unbreakable security
in protecting confidentiality of the code images. However,
this does not hold if an adversary physically captures a node
and reads the secret key from its internal memory; using the
secret key the adversary can decrypt the data. This security
threat may be overcome through the execution of specialized
key distribution schemes. However, these are often cumber-
some as they require the exchange of a large number of
packets and imply a considerable amount of additional code,
which would not fit the memory requirements of most sensor
platforms. Nevertheless, our current implementation for code
image confidentiality is selected as a suitable compromise
among offered security level, energy efficiency and memory
occupancy. In addition, compromising the secret key does
not impair the security level against the bogus code image
protection which is our main security goal.

Bogus code image protection: the code image is pro-
tected by the signature message transmitted in the bootstrap
block. The private key used for generating the signature
is only known to the trusted Base Station and cannot be
accessed by the adversary. For the T-TimeSA [1] with n
as the security parameter we have that the signature size
is on average In/2 bits, where | = n + |log(n)] + 1. In
this case, it can be shown that [1] a polynomial run-time
restricted adversary only has a probability smaller than or
equal to P, = 27" to produce a valid forgery under a
known message attack. The signed bootstrap block contains
the hash values of the following Ntg TBs, which propagate
the security of the signature over the entire code image.
To keep the same security level of the signature for the
transport blocks, their hash values are truncated to n bits.
The probability of forging a valid signature for a second
pre-image attack against a truncated hash value is still in
the range of P, [25]. Finding a second pre-image is needed
to break the authentication with a known message attack.

DoS protection: in [27] it is formally proven that CBC-
MAC is a secure message authentication code if the un-
derlying block cipher is secure. Since the implementation
of CBC-MAC on the CC2420 radio chip uses AES-128,
when properly used, a tag created with it provides an n-bit
security with an n-bit MAC key. Attacks against this security
level are impractical for polynomial run-time adversaries.
We propose to truncate the MAC tags to trade security
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with performance as described in the following section. We
recall that compromising the MAC-key would fully break
the packet-level authentication security. However, it would
not impair the security level against the bogus code image
insertion which is our main security goal.

A. Choice of Security Parameters

We propose concrete security parameters for bogus code
image protection, code image confidentiality protection, and
DoS protection. A security mechanism is assumed to provide
long-term security against small organizations if the fastest
attack breaking it requires more than 230 steps [28]. There-
fore, in order to have sufficient security against bogus code
image insertion attacks, we select the signature parameter for
80-bit security and the hash values of the transport blocks
are truncated to 80 bits. The protection against DoS attacks
by packet modification can be weaker, since it is an online
attack that has to be executed on-the-fly. A security level of
232 is reasonable [28]. Therefore, we suggest truncating the
MAC tags to 32 bits to achieve a reasonable security against
DoS attacks. Breaking the security of AES-128 encryption
requires 2'2® steps which offers long-term confidentiality
protection [28].

IV. EXPERIMENTAL RESULTS

We performed an experimental comparison between our
SCU protocol and SYNAPSE++ [2] for a program image of
10 kbytes in three different cases: 1) no attacks, 2) bogus
code image insertion attack and 3) DoS attack. The tests
have been performed in a real WSN deployment at the
Department of Information Engineering of the University of
Padova, considering 55 Telosb nodes and one base station,
see [29]. Each point in the following graphs represents the
performance of a single node; its abscissa is the maximum
hop count distance from the base station during a run of the
dissemination experiment, averaged over 25 runs. For the
remaining configuration parameters see [2].
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The dissemination time under normal operating condi-
tions, see Fig. 4, increases as a consequence of the addition
of security features, becoming almost twice that of the
insecure SYNAPSE++. In fact, the presence of the signature
makes the image 465 bytes larger. Also, the sensor nodes
spend about 410 milliseconds to validate the signature that
is received within the first TB, while the remaining TBs
can only be disseminated when this operation is complete.
Finally, the transmission time for each TB is 30% longer
for the SCU system to accommodate the additional time
required by link layer security and TB authentication.

Fig. 5 shows the effect of the bogus image insertion attack,
quantifying the probability, for any given node in the WSN,
that this node will fail to retrieve the original image in more
than 2% of the experiments, where x is the value in the
abscissa (different curves are plotted for varying number of
attackers). This attack does not compromise the reliability
of the dissemination for SCU, which is therefore not shown.

Fig. 6 quantifies the dissemination time in the presence
of DoS attacks. Only one curve is shown for SCU as DoS



has little impact on its performance. Instead, SYNAPSE++
without DoS protection is highly impacted and its dissemi-
nation time becomes markedly longer than that of SCU as
the number of malicious nodes increases.

V. CONCLUSIONS

In this paper we presented and validated a Secure Code
Update system featuring a full range of security mechanisms
for WSNs. Our main result was the integration of diverse se-
curity procedures within an efficient dissemination protocol
obtaining a small impact on the performance, while adhering
to the hardware limitations of sensor nodes.
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